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O AT X B R A A K H 41 22 Ho (i 1 JavaScript I HORIEA T R & 1 5 oK
S ABMAFAEAR DRI, SCRER ) JavaScript 3 1] € HH AR I 7 2850 % i A2 , 2l A4 3 L) 5 0 4 T 3 R TE A
Y 45— v & 58 (Uniform Resource Locator, URL) , SEHE T 45 58 4028 T £ 15 S PEAN B85 10 sh 28 R & W [R2m
SRR SR AR BRI T B A . T SnowNLP[3E T Python B 3C [ 245 T AL BE(NLPJEE 1% R 4 2 A9 AR = 1Eie
BRI TR AT R IR, 24 66 060 B S X R 45 HE T BB E 5 3 B A AT SR A, 0.8~1. 0, flk Btk
HFE 0. 0~0. 2; 1) 2 437 7S HH D S B4R LG A v o A A PREB AR SR L. L 1 SETHP & Py =Kl

KFHAES %,
KBIF IRZ LS C HL ; JavaSeript NS 5 38 0] £ K 5 Ajax; BIETZ 3

FE 4 %S TP391. 1 XHRFRARD A m *
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Abstract: In the er: a, there is an increasing demand for data acquisition from various industries, among

which the use of Jaya! eficryption technology for data acquisition is widespread, but there are also many
bottlenecks. The paper oses to use JavaScript reverse crawler technology to restore the parameter encryption
process and dynamically construct a Uniform Resource Locator (URL) for product evaluation on a shopping website. It
realizes the dynamic acquisition of multiple product evaluation data under specified classifications, providing a new
approach for the acquisition of similar encrypted data. SnowNLP [ Python-based Chinese Natural Language Processing
(NLP) library | is used to conduct sentiment analysis on the collected LEGO comment data, and it is found that about
66% of buyers gave positive comments on the product. The distribution of sentiment shows polarity, with high levels
concentrated between 0.8 and 1.0, and low levels concentrated between 0.0 and 0.2. Word cloud analysis shows that the
buyer group pays more attention to the appearance of the product's express packaging. The above conclusions can
provide reference for online sellers to improve their business management.

Key words: deep web crawler; JavaScript encryption; reverse technology; Ajax; data mining
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SAPGE LR, 55—, Ajax( Asynchronous Javascript And
XML, 7204 JavaScript A1 XML) £ ARAE Web b 5 /14 2
BN T BRI . Ajax AT LUSCEI S5 5 IR 440 10 55
HARAE BEFE Web 3l 0SB RE ) . XML 2 —Fh ik A7
B PR ICTE o Ajax 8 1d i FH XMLHttpRequest Xf 4t
IR 55 S 20 18 SR i, I e o 17 B4 LA XML A% 3R [m],
Ajax BEAR AT DATEA il B 8 A~ DL P 50 38T R A 2 1
Z Ml T A A O T AR 7 20, X (A I MR R i %
FREEA g%, W BT PP N ST RETE D P 5 T A2 L AR P Eh A
ik Ar . TR FE LM JavaScript A5, FAHLUH P 5 11
BIAC AR DR B R A 1 S BE N 2 .

WA, KRGy Web 3l s # R T Ajax SIS K v 20 B
75 2 A BB (875 SR B Python JIE TG B 2% 9 1 A4 77 75w
DA B4R BEh 25 I SRR L AR SCHE i B 5 ik Y S Al
AR R S A B 8 Bh A R B4, DAC IO g g ) 3l
TEREEE 1 R 0 RN R T M3 s A W T URL ()4 it
2L AH Ajax ShAEIEREB AN IR S
1 JS i#[q (JS reverse)

JavaScript GEH 485 R JS) J&—Fh s 2 | ff BB 1) dm A 18
5B BB PEAKN JavaScript 5128, JE W ME AR —F 4, )
ZHF HTML BB, 858 1 B 5T B shPE, il %) JavaScript
TRACRS HEATIR VG I R T LA Ac38) P90 B 4 5 Ay 2 R 2 i AH
FEANK SURT IR 25 AT 36, 38 B i 2 4k, |

FORAERARIOR S, AT 1S i 4 A 2 ot 2 L

A TIEHREARTF ]S ﬂﬂ%ﬁ@ﬂjﬁﬁ%ﬁiﬂﬂ%ﬂﬂ%&%ﬁﬁg

R AT SR H bR ) T

s 5, 2P Python 335 T
10 15 38 T EC R TS A R R Wi £ 3 6 B 5 3
TR B BT i R 5 2

2 PEit R EXiT 72 4 47 ( Analysis of comment

crawling process)

JEMAT L4348 R 51 W 45 IE T Agent 1Y ) 45 1€
R TE RS 4 9 246 T HkL L X 4% S o R R AR TR o 26T R B
MY Web GUI HYAFTET7 2, SCATREIC 43 o 32 )2 W 25 1 1t
IR Z Ry, 322 M4 I8 HUE F T IRHLLL R 2 R BT (R
FRS IO i 0 Web 3 5, A SCIY E AR 8 W) 00 32t 75 22 ]
SR AR AR A BE S A A WA N BT, 2 MR Y B R 2 M
TURE) FC 0% 3, T A TR 2 M4 IR L R, B8 i URL 1%
REL . AgMERREEHENHSITREL, BT
Python [ JS i [l £ A€ AR AR K W 1 Fs .

Networkah AL : T —
EREH |_FLOFF RS il = ShERsl, a4 B RS A ERGE
TE | NeRE EERIT gemmmsn ez | mesmorl [ msogme

t

REtFIRAT
FHFF LR

=
A |+ 2 —<anprse

B 1 AT Python# JSE#E@mHE AR EHXAELA
Fig. 1 Flow chart of Python-based JS reverse technology
crawler algorithm

2.1 #3i& URL
2.1.1 &% URL MR

TS T B A AN IO R e T BBz sl (R 2 il A HTMIL 119
R TT, A — > T AR — A4~ [E € 1 URL H ik, ] LA
Python {46 B H23K BUM 519 URL FIAMIB A HTML {5 8. 3h
259 BT — i fe JT] B AR 35 5 (PHP. ASP 48 % ) il N 25 2% T
BHiE P b, BT Python JC %k 138 IR URL B8 8E4:, [ itk e

Network A5 , 1507546 REIR 2E =K , il 57 (9 50 H- R W7 T $7 00, (i
¥k # T HAT L) FE NN Ajax WK, v HH—A~H
mAE URL MK 2),

B2 #BRIE AjaxFKFE A URL
Fig. 2 Obtaining dynamic Ajax requests and viewing URLs

2.1.2 HBEBKRLFHMNZESH

TESNZS URL W33 A . URL S8 48 4k {5 B — B AT LU
TEACHAS URL RIEAHED b S48, @3 2 Ui K400 Sl
FRAS Y URL Hbotik 178 Al 4 6 3 254 422 . DT S8 IR A SR B 12
J¥ 19 3% 325 P LAY TEHL

X2 AT URL N2, e 280 2 “ 07 sign” “ data” =4~
BN HATRAEA R 250 WA Z AT R IR M 25 8, &
ISH N 13 RN, “ sign” R N S 4L, © data” 3 A2
WISHL. B, AT 5T (0 A5 B B398 o) B i 2 80
FT A B B A5 URL, 24> Ul URL 500 H A 20
&l 3 R .

appKey: 12574478

t 1683131392814
[sign: b78715 dsca27a70el bb7520ae443¢ b77a]

api: mtop.alibaba.review. list.for.new.pc.detail

appKey: 12574478

t 16831313236

isSec: @ isSec: @
ecode: 0 ecode: 0
timeout: 10000
dataType: json dataType: json

valueType: string

valueType: string
ttid: 2022@taobao_litepc_9.17.0
AntiFlood: true

ttid: 2022@taobao_litepc_9.17.0
AntiFlood: true
AntiCreep: true

preventfallback: true

type: json

[data: {"item1d":"523259463052", "bizCode": "ali.china.tmall [data: {"item1d":"547160204244", "bizCode": "ali.china.tmall”,

B3 %A7TdE URL A& AR

Fig. 3 Comparison of URL parameters in multiple pages
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TRSPIEH AT - BT 390 ) R B TR P 28 TE R 5 2500 0 A 43

2.1.3 ESSH sign"MBZAR

R SE sign” N =0, BIESBRNT .

AU 1 AR A P g length O R B 250 sign” 1)
RKEE G5 R R 32 057, H w25 4 I 32 ) 2l SR MID5 in 4%
Bk,

IR szfmé}%ﬁ?ﬁ?ﬁ“sign”,ibﬂ 21 ZeAHEUR . &
PR B s S Z BT “sign”, &% —HEE, HEBE A T
THET, I A AF mtop. js jCﬁ*L#ﬂ@J%#(“Slgn .

PR 3.4 F mtop. js SCEERTEAAS , D rh ik th oh 2 508
P, FEHAT BT WS T 4R, Wi BB S sign” &
Jr = aniE 4 FioR .

M-I

B4 s AR sign” B X

Fig. 4 Breakpoint checking the encryption method of

parameter “sign”

R L
417 d. token” “g”“c. data” PR L “h”, X H B — 43 B & 2,
ST RSN A 15 G B B | i
PR RESHOT R L g7 IRk Y appKey . 72—
FEMA; BH . data” 5SS H o R L, 2 S HOG 4 1 data”
Bt 280 d. token” & AE cookie 5 B A AY m_h5_tk 1!

PREL DY i SC T ARSI 25 5 32 (15 B2 g

JE MD5 B L UK 3R A BHE I R 06 S 8L MD5
L a2 S TR W s R A A e 1 45
S BT e PR SR — 5, B0AIE T 2 i RN h PMDS i
PREHYHE I . X LE PR 2L “h” 5 MD5 7R o 2 R AN A 5
Ji7s .

I datas = (str) '374ed 1200193 19d46edble 1 e66cBedd& 16713 1a.tmall”,"cha; 7 VWI
i T ' SEFETE
ﬁ M D57% Q&}J[]M
BEMERFRE:  374ed1200f9e319d46edb0

-, 074ec1200166315010edb08 100CAIdS 167 13560975628125744785
: {ltemid""662183336776" "bizCode":"ali.china.tmall" "channel""pc_detail" "pageSize":20,
16 VS 9652fff0a5dc32c2
{0 kS  9652FFFOASDC32C2
I NS 22e2cb1696521ff0a5Ac32c22702196 ]
3260 K5  22E20B1E9652FFFOASDC32C2B2702F96
A5 sfHHh"E MDS E&EmERLER

Fig. 5 Online encryptor results comparison of “h” function and MD5
BB 5 ARTEW BT R , B LA B/ A& SH X 4
W PHE SR S8 sign”,

2.1.4 WA URL

S3HT URL BYH B 6 1 Python 4 5 #¥ . B4R H 5E X
st (] N BEML BN, A2 BT BRI “ 17 “ sign” “data” S50, 4 1 58 8
1 URL A5 B X A5 R R A TR IF IR m N, 4 3R
SBBHE R GEE ) URL, H requests Y get/post J71% & %K
FEEW L YE res = requests. get Curl = url, headers = headers).
content, 1% [AI753] JSON A% X HHE
2.2 HURIREX

JSON ARy —F it 45 (1% 5030 A2 4 A =X, 245 ) 17 PR 550
SEEHR b T RO AR i 5 A ik X, JSON A PRl 2544
B, —BSEXIE, LU FF IR, DA 7453, hlER 43 H 0
AEE 275 R RSB AY B R — AT F R B RR /A
XA s TREIE A UG DA SR R ME R
PG . AUCEUR |45 5% DL ERAME L4, 5 258

143 M 4% B B 7 B0 BT TR Y, B res [/ data’ ] [ module’]

['reviewVOList' ], ZJ: i % ython J& HL fi# A7 22 & 2% 433l
PRI P R ) R PP AR SRR R . PRiR
Wi JSON ﬁﬁ%ﬁ R %ﬁﬂ@l 6 TN o

X Header onse  Initiatot Timing  Cookies

i.pc.detail .}

1 "6021", hasext: "true”,.}

‘FJ}B&E reviewVOListZESITICES |
1> {allowInteract: "true",.}, {allowInteract: “true”,.},.]

ract: "true" )

ract: "true",.}
MallowInteract: "true”,..}
{allowInteract: "true",..}
{allowInteract: "true",.}

B6 F#

&R & JSON R e & % &

¥ TFig. 6 Nested relationship of JSON code for comment pages

2.3 HIRRTE

i pip 45 =5 e » LA JHE g 0 B0H8 e R mT LUKE
ZERRAE R MySQL . MongoDB 555, A SCE B A X
saveCsvO PREI K TEILZE ARAEE csv SR, SEIZ B B 11
RIBET,
def saveCsv(datas) :

with open('result. csv','a’, newline=")as f:

csvwriter = csv. writer([)

csvwriter, writerow([ datas['uid']. datas[ ' ¥EIE I Pt ] datas[ ¥
IR T, datasl WP TD
2.4 BROMW

FR IR R R L AR SCHE AR IO 90 31l 28 2 7 i B8 356 4%
TEEEHRFEARBIING 1 iR,

F1 [CEH AR TG
Tab.1 Examples of crawling data samples
i ID R TR PR
638548000000  hx x1  1/HHET TR Yid AR, 431
638547618769 R »* * % 1AHAET RIFAR S
650721272319 Z x x5 16 KAl R C&IF5ET AR
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2.5 HFEIER
2.5.1 RxtRIE

(DiFRk. Ted AT UAERR T s g sk kA5 Bk B fh e
R YE A A B B T SE B S TEAL ], B2 ¥ A res= requests.
get(url = url, headers = headers) , H: # url Sy i 3R ® 51 s 41k
headers T & #% T HHIRIH“ User-Agent"i5 5K k5 857,

(2)Cookie, #B43s B M P , T ZEE N cookie 17 ..
H T cookie ELA A= i JHH , BUATF R AR T 10T 1ok F 4338
JEEX (20 TUAF B A —A-8B43) J5 3K, RHL ] fA T 46 cookie 15 H.
B 1k RE

(3)Token, Token 525t & Ui [i] PE IR Y FEUF , — I A P 38
it FH P 44 R0 R 6 S T I s IR 55 4 4 5 SR SRR A Ol Bl 4%
% 2 JE 58 A FAF H B token, A FRIRACHS & B token
WA cookie HAY m_h5_tk {E, 3 H. token {HAFEAE A v &
W, T T,
2.5.2 IBSF robot Y

T P S AT B R AR B AR v, 0L 32 30 Xy I
robot M RRAE » A8 SCAE SR AT B v 78 43 % R BIX — i, AR
LERFIA time. sleep(10) TE/4] FH T4 1€ B 15 [a] B9 45 3R 3T L1 2]
FNIKFH
3 ##EIZHE (Data mining)
3.1 HiEmAE

BETE FIR R IR R T AN IE— ST O J‘&ﬁ%ﬁl?ﬁy“%?ﬁf

TR TS AR HR RIS, BT A )Uliﬁl%i%%:
I

LIV SCA AT T . A A3 “iﬂmvm”x

AT RBRZS M AL L H 30 e ] SR AL B
3.2 Jieba 4317

RSy iA] R R SO A B — A A
I SRIE 7 A H W SERI AL, 7R R 17
TESCHAT /. jieba 4310 STHF 2
S R A \ ) T A b ) 43, T
i F AT iU A AT LL AR 3R] i 1R T
HOR B JIBH 5 18 R 5 | RO AR A = i JE Atk b, XK 3]
PR Y14y B A TR G BB R 40iA] . FETF A IR
P B A Ry SCAS AR , DR R FRS B B 5 jieba, leut € ) X3
V&N TEAT Aa] S (RS BT A1 B F A
3.3 SnowNLP &R o7

SnowNLP J&—A~Tfig s K B o SCCA LB, B A
SCATIR TR AR T I8 B BT L SCAR 43 2 O A /A B R TR
TF/IDF SCARARUE 2515 2 21 . SnowNLP FI LS 2 )
1 E SRIE S AR AR X SCAR AT B M, 8 LA 28 S R
THAR B H P SN RS I, I 4 AR N B A IR AR 4 emotion .
emotion F=— T 0 ] 1 BYSEEL, Hip 0 2R 5851 Ay 1 M 1%
8%, 1 FRTRE BRI I rp () A 2R ik B 55 1 A Jk
]

PR g T SCAL
RN A FR T, 38
- BIPRS B A 5

3.3.1 BEBS
i FH SnowNLP £ He it 9738 #4715 BRAT 43« 45 437 4] 4n
2 7N . B SnowNLP #E B35 0] 1, emotion [ {H 2
0. 61, LN 0. 81, Bl M\IEiS1H By S F 15 H T
Z TIPSR,
&2 SnowNLP fERE 5 REI

Tab.2 Examples of SnowNLP sentiment score

YRR TFERmR) BN emotion
h* *1 TAAET S VUAES s AR 4F0F 0. 994 967
MxxF 1AHR R AR G 0.795 293
Fxx5 16 KAl BRI CAPIET MM 0,997 760
L ERRCARLZWME AR5,
k* *r 26 FKHij 0. 664 583
IR, A H 7
1% %i 12 KR Ik 0. 500 000

v

3.3.2 LHlER
i i matplot

ot FEZz I R BT (B D

0f

&

i
# g

0.0 0.2 0.4 06 08 1.0
ik ar/ o

B7 WAy LyHE
Fig. 7 Histogram of sentiment score

B 7 0T LA L RER P e 1 R e A T
0. 8~1. 0, Wt FH P X6F S i 4 5 1140 8 A S i) 52 -, 25 B AR
W) I s AR RAFAE R A5 2 A AR PRI, I B4 K15 4
AT 0.0~0. 2, XWX RIS BN T ERIEM, FEEE I
BRI L, BRI i 20 1E B 5 36 . SR B, PR B 1
TR AT A Ry T T A R T A R A R L R
7RISl 7 TN
3.3.3 XoRMmiFie

FR 15 T A3 BT () R 1, WSAT B S I8 R A58 B
A 0. 861 2135 BN 45 InF . i Hi #5430, 655 8635
P« —R Bt B A 400 0. 526 233, ML A H 45 0
S 1 SRR ) AR HE A3 K T4 T 0. 6 1, AT A B AS
FEVFE , Geit A BB AT B Sy 235 5 LS b 29 66%0.%4
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TRSPIEH AT - BT 390 ) R B TR P 28 TE R 5 2500 0 A

45

AR b LE AN 8 B

o friF it
F Lt
34%

IR i H
66%

B8 AT sitH
Fig. 8 Proportion of positive comments

HRAIE P 8 A5 TR 43 FH P %S S v R B R W A T i — 25
FZIR AR AS BE A 1T, PRI P VT8 s 431 1] , 35 B i 58 R 4
(SR e SN
3.3.4 REUTILHMIA

X R S3 RRAR A BE IS A S A T R R R g it
FREGTE I = ma] , I e SR = 1 (B 9)

EIIII_IIII ‘ 1z
i —LAH—.

e e

3_\\‘%#1';' <£§“"
prah =)

comments
”“K%”%?E&
B AN R

RGN S5 5, T LATE A
P P PR B 9 S A, B
SR DR P e
J7 T i — AR T, ARAT T =
4 #5128 (Conclusion)

H AT, JS 30 [ AR R o @ R Sk i R R TR 1
SEim 6 P BT SR HEAT T , 3R SRAR B g 24

oyl Wi s H R, T4 S 800N 2% i A ; 5 AL B

BT RAE B AR EE . SEGEMNIC R EARM L A

JCH 2 A A2 % 3 RN B RIS 0 T . AR SCAE BT AR5 14 Tk

L DA 0 3 R PR B0 Y TR B A N a1, T

Python 1555 R IS i) £ A, BEANHE AR JS 306 1) 5 A e it

WICHUT ZA R S A PR BHie 7 % 45 R ST SnowNLP 1

JERAIAT BRERPT IS R A TR, 7290 S R R B T B AETE 1 P B

SR, A E H 5k R BRSO T Ajax F1JS

T B AR — 2 S H R,
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