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ings of traditional machine learning in novel class recognition, such as low
laS8ification time, this paper proposes a cascaded novel class recognition method

is’ method utilizes the voting mechanism of a Random Forest to calculate and analyze

used as a basis for novel class detection to identify known

classes and candidate novel class samples. The classification accuracy is improved by filtering out abnormal flow
samples in candidate novel classes. Experiments show that the proposed method can achieve a classification accuracy of
about 95% on both actual network datasets of NJUPT Dataset (NDset) and ISCX Dataset, and the classification time

for a single sample is only 0.079 ms. It is significantly superior to representative literature methods in classification

accuracy and time performance.
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TEH WA B  AZ S ML 4R 2% > (Machine Learning,
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(Novel Class Detection, NCD) [ {8, A 9 £ 5 4328 ) S ZE B R
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FEXS TR SRR A8, H ET ML o — R gy 2258
M {B #36 (Extreme Value Theory, EVID)™ (75 %, BALASUB-
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R TT R BEAR AT H % e ML v Y NCD [R]85, o4 26 v
TR RRit m BT R E LR A0 B 2Rk, BRI, AR S
—Fh 3T 15 B ) 2 156 2087 28 1R 51 (Entropy based Cascade
NCD, EntC-NCD) J5 #: HF Bl 3% DA L 1) 1, H15 H 5 3A 1R 5%
ITEHEAT T XL,

1 #H3X I 1E(Related work)

H T, &% NCD [a] 81, #F 58 A B3 M A i35 Y ( Generative
Model , GM) A1) 5| #2 5 ( Discriminative Model, DM) P 4> AS [d]
A B A TR R IS — e R . A ik R A R T IE
B LETF X4 m 8 ML (Support Vector Machine, SVM) #1 % F
EVT 7.
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T SVM (7 ¥ & B SCHEIRER 2875 ¢ v v i 5
NCD 1, 15 54t 1-vs-Set ALY, At — 25 ffi I AE 28 1 o4 A
A EVT. 4211 T %T Weibull # 1F 5 SVM(W-SVND #5254 ; 4
Xt W-SVM A AT (19 B8 0125 HL A A [R] B £ A 17 B, JATN 250
NBIATHERITHEE SVM(Probabilistic Open Set SVM, POS-
SVMD L 53228 T LA A~ B A1 28R T A [R] A 36 446 i, I
T 5 B 40 12 23 2SR R AR

F Y W-SVM; BALASUBRAMANIAN 550 i) 2 42
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% V-EVT B0 G K A 08
TP RE #5853 4 A 2 P 1 (5 RN
S R D 7 s AR AR
R R, TR E L2 R
Lz T
2 ZR3777% (The proposed method)

FETFE BRI RF B9 NCD J5 ik R B RIAE AN 1] 1 TR,
FE A YNGR AR = e, Ko Yl E R u g
IR R B2 i O AR IR SR
A R IR s VI GR A R 3+ 7 A LLBIBENL R D,
D, IR, Dy IR 4288 RE, 0 i JEH 00 BI1H ; 8
T H A AR A P A
2.1 ETEERNHELZIMAE

RE B M &G 825 B, S0 4r 508 B )
SRR AR B . MINGREARRZES ¢, €Co={c) >
Coverse, VI EMNRBEAR IS ¢, € Cu A3 AR AP A
Wt Sm T2 o € Co BMBREEAR , H LS AL BRifE
VPG AN E PR AR UE TV E RIS RIS 19 43 AR

9T WAEX — A E , DL ISCX BB 4E Yy 0], BEHLAI 7 12

+:
ST EVT L& 45 107 T 10 4™ 02 () ﬁ%?ﬁwc@

¢ .
TP JERCR B
AR T
PRAEAE 55 73 S HE B
R R P H A

v .
N
S ’;ﬁ;;‘ i ERBANRBRE,

UIZRB B

SRGH B I
HAEBEHH

B

B1 ATHEENARF® NCDF xR IESR
Fig. 1 Model framework of NCD method based on information
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Fig. 2 Information entropy distribution statistics for
known and novel classes
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Tab.1 Algorithm for removing abnormal stream samples
Bk 1 BRI A
A

D, : BRI 2R
Hith

D, : T 09 B HEAI 2R g

D, : S W REAS I R4
1: Do - 4)
2:D #% 3+ 7 BHLFEI5 0 Dy D,
3:D, JII%k RF 43364% R,
4:for d in D, do
5
6
7
8

RE, Fi d 25520 v
A IESIARE N v,
dif y#yy
:D,=D\{d}
9:D,=D,U{d}
10:end if
11:end for
12:return D, . D,

DA o R S A7 5 0 DRI AR, BRI M 432 0 %o L)
FE AN 8 R 2 ZAE A I 15 BRSO, 25 5 Bl ) oy
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IR RE, . % RE, TAE B8 R AT 140 25 N R e b iy
SEHEUHZSREA
2.3 BREMEHARE ys
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Tab.2 Algorithm for determining&
Sk 200 Sy Rl i N
A
RF, : th D, VIR 2eas
D, : & BN i P AL R 4R
Ha il -
0: FrA I
K, =0,U,; =0
:for each d in D, do
JH RE, #i d
sHy=— > "P(¢;| Dlog,Plc,|d)
Ky =Ky +1(h . C | d)
U, =U,,+1(h,C, | d)

rend for

ification threshold

:hy=argmax(min(K,,, Uy smin(K, ;U ) ,e0)
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B
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b=1

Horp . C, R w331, (C, [ d) €40, 1) RIRAHS b B A i
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normal sample detection

Tab.3 Algorithm for &
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" M
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D, *wp YIZRI 23509 5 ety
A T LIS FRT S i I iU AR

Y IR AR 23 2545
1:for each d in D, do
2: i RF, Wi d, BUEsRh y
3:Hy=—2"P(c; | dlog, Plc; | d)
4.if H,=0
5:H RF, i d

1 .
6: ACon(C, | d>:§Z%f:1 I,(C,|d

7:if ACon<B:y=y,
8:else:y=y,

9:end if

10:end if
11.Y=YU{y}
12:end for
13:return Y
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3 5CI4 (Experiment)
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ARSI AL GBS AS v 8 S AR A AR R, o
PRPREH A, ABRAEA SR . R, 8 OE 32 R 58 bR
Coverage W Fi7s
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(6)

Coverage=1—

JEFR®R . FDR (False Deletion Rate) 38 7~ Hr AL A 4 H 0
R A,
3.2.3 REERESRAR

A T T R YIRS )R 43 2SS B ] A&ms/
A 53 TR B A (- N LRI ) 153 SE 1]
3.3 HiES

it FH R BB 45048 48 (NJUPT Datase
AT ERAE . NDset il Wi
PR 2 el 9 B 5 SR A
RSERNFFREA R IR 4 FI3R 5

*4 THEREIIEE

T 2020 4F7E B 5L
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Tab.4 NDset
LS| AR B/ A
480P_bilibili 3120
480P_douyu 3149
480P_huya 3098
720P_huya 3129
720P_tencent 3120
1080P_bilibli 3128
1080P_douyu 3102
1080P_huya 3134
1080P_tencent 3126
kougou_music 3111
QQ_music 3101

. N 0.
ZE X ORR (Outlier Removal Rate)i’%ﬂiﬂfﬂ%%ﬁﬁj—‘%: Q

20234F11H
£5 ISCX #iiE&E
Tab.5 ISCX Dataset
eS| FEARKL /A

BitTorrent 3178
Facebook_audio 3016
Facebook_chat 3 065
Fip 3016
Hangouts_audio 3175
Skype_audio 3 065
Skype_file 3165
Skype_video 3177
VoipBuster 3075
YouTube 3061

3.4 AEEGEREREXL

T BRI B R R AL A B , A NDset i
5], 3 25 25 5l 3%k B A [1080P  douyu, 1080P _ huya, 720P _
tencent, QQ_music |3t 4 FEORIINE G & D, vE B2 H
1080P_huya, iﬁﬁﬂ%‘ﬂ N 2B S ST A A% WP

AR PRI AL, 45 W7 B =1 R AL BR 5 i
AbHE,
TE B HIEREXSLE

ab.6 I’formance comparison of different 3

F, Coverage R P ORR FDR
0. 981 1 0.986 0.976 0 0
. 0.981 0.948 0.986 0.976 0.371 0. 360
0.943 0.981 0.899 0.986 0.976 0.606 0. 940
0.5 0.95 0.981 0.854 0.986 0.976 0.663 0. 185
0.967 0.981 0.722 0.986 0.976 0.852 0. 445

TER AT LB BT .6 330 48 MR A
A 1 133 MNMEOHIZS I BIRTHA A S BT 2, 20 5 AT O
HAAREAR Y 17, 996,117 4 910 NS IR AR Bl 1) Uiy A 1 16 7
FEAECN 4 856 4, 2051 98. 9%, IR E ST SRS, B
ffiFH 0. 5 B, &4 66. 3% BB HIZE SR8 REA PN B , i 7 2 vh
18 5 Y FIREAH YR S BB RN . 2% 6 hi e R
S H SRR g B R o R R A I DRI R
FEAS, I BAR B R BB D 3R B e AR Y 1
JEE TR ZE AT R RE. FEEE,F, WA R
HASEZ A R AP AT T R A & O R e B A RE AR
3.5 AEFESLEBENTLE

MRAEA SRt I v 2, TR B — A 28 00 2K Y (L
ST 2 e AV RE A 25 R I S ) R 15 S 560 1o 1B
B O (B HEAT T EE B8 TF A k. T S A v 4 3 B IR] AR ST
“S A7 AR 2 A EIBIME 0 M 0. 9, BIME B S —EE N
0. 5.8 0 HyPEREXT LGN 7 FiR,

R7 AE 0 HIHEREXTLE

Tab.7 Performance comparison of different ¢

0 A, F,
11 0.940 0.957
0.950 0.981
0.952 0.987

Coverage R P ORR FDR
0. 878 0.971 0.943 0.696 0.177
0. 865 0.986 0.976 0.663 0.157
0. 842 0.987 0.985 0.662 0.178

0.9
0.7
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M0 B0, 9 B, B AL 0 UL 1/ 1. 3% B HER R
1%, F, {HUE 2. 4% WAL T 0 BL 0. 7 i, HERE R LP—%E,
HEBERE 2.3%, A8 F, {H1% 0. 6% H. 0 BLo. 9 i, X2k
FEA IR AR A . PR, 38 2 TR BIME 0 1Yo 25k B
R,

3.6 AEIFEHIMEREITLE

BASC 2 EntC-NCD 5 3C#k ik V-EVT 40578 NDset
1 ISCX WA He 4 _EdEAT 92060 Xt HE L SR A SCPr 8 05 gk b AT
F 5 S AR BA B BB E N 0. 5.0, 8. RN 8 Ak
9 itz . EntC-NCD-1 ForR A2 7o AR PE,

RS AEHHEFAETE NDset LRIFTLLLER

Tab.8 Comparison of different classification methods on NDset

Jitk: A, F, Coverage R P ORR FDR
EntC-NCD-1 0. 891 0. 981 1 0.986 0.976 - -

EntC-NCD 0.950 0.981 0.854 0.986 0.976 0.663 0.185
V-EVT 0.876 0.968 1 0.990 0.948 - -

K9 AEDEFETE ISCXHIBE LML LR
Tab.9 Comparison of different classification methods on ISCX Dataset

Jiik A,  F, Coverage R P ORR FDR
EntC-NCD-1 0.925 0. 967 1 0.976 0.959 - -

EntC-NCD 0.946 0.967 0.844 0.976 0.959 0.512 0.251

V-EVT  0.899 0.968 1

TEWINEIRLE L EntC-NCD-1 [ V-EVT 9 A, & 1. 5% ~
2.6%;:F, MRTE ISCX B % W& AL, 78 NDset | 24 XC
B gt EntC-NCD il i £ B 2 o S ab i, it — B4R m T
DERMEFR, A, BT V-EVT k4. 7%~7.4%, V-EVT &
T RE #ZEHO AR B A2 A Weibull 23075 , FLl i
BN D) BEMER AW R G B TG 5 AR ?f
28, AR, (R, SRR A 25 R R 58 2 A8l bR
B4 . FE V-EVT M40 PE REAS AR SCATHE 75724

0.988 0.949 - -

TEARTR] B4 45 1 A B () M BE X LE &5 2R a0 R Q)T R .
EntC-NCD R BT —IK 25328115 —k M5 B » Tl st

()45 08 , 7£ NDset I, BRI 25 5% 4
V7 0. 079 ms; V-EVT B R R 2
TES T A G AT MERN W
FE 0. 592 ms, SFH I ey i — R

FEYINZRIHE]_E , EntC-NCD 7 WhE—N KR AT
#, V-EVT MR FRZEUA B — B ZEH) Weibull 2070, Yl 25
FERFAHZEAN K

FR10 AR ETFERIRTE RN EEER

Tab.10 Comparison of temporal performance of different

AR AL
oy ER
{EHEAT W BT L

classification methods

. T,/(ms« FEA ) T./(ms KA )
Jrik NDset ISCX NDset ISCX

EntC-NCD 0. 355 0. 371 0.079 0.078

V-EVT 0. 458 0. 509 0. 592 0. 456

25 LR AT V-EVT. AU IRTEA R B 4E 13
H BRI, [F B — e i E e .
4 %512 (Conclusion)

ARTCHE T —Fp I TE B G e X B R AN s
SUEL R XTI S BE P e I AS T Rk ik . Beb,
ARSCGRTIE T AN [EHTZEA) BE S8 15 B BE X 4> 28 Mk

PRS2 E) , 0 WS ELS2 A T 8 B B 1 XA SCRT $ 7 i A T S
5 SCHRIEEATXS L, SERECE R WY, AR SCRTER U5 2k 1R
HERR RN IR B 24 9506 , BAASREAS (U I [ AL 0. 079 ms,
TEST ISR B AT AR RE L3O X Lk B — 8 15 E
TEIE T AR TR K%
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