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Research on Security Performance of Chao '%ge Encryption Algorithm

Abstract: Chaotic encryption is an important research direction in the field of image encryption. The security and

robustness of encryption algorithm arcfy

of the general process of chaoti
analysis of image encryption
after encryption, averag

are tested respectively. MA

rtalﬁndicators to measure the quality of the algorithm. Through a brief summary
algorithm, this paper proposes four main indicators of security performance
based on chaotic system: information entropy of image, change degree before and
information and key sensitivity, etc. The images encrypted by Logisitc chaotic system

B is used for simulation experiments, and the four indicators given are tested on the image

encryption algorithm based on Logisitc chaotic system. Experimental results show that it is ideal in resisting statistical

analysis, differential attack, violent attack, blocking attack and noise attack.
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(The main indicators to measure the security

performance of chaotic image encryption

algorithm)
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Fig.1 Flow chart of chaotic system encryption and

decryption image
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(Security performance test of image encryption
algorithm in Logisitc chaotic system)
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Fig.7 Histogram of encrypted image

LiSZEN! )ﬁ%ﬁbﬂﬁ)ﬁﬁ@%ﬁﬁ@i BT
H(p) = Zp(pl)logz ( 3 =7.9246 ©)
AR AE BB R p M5 B AR Ha e fE8, i

I JE A R BT R B SRS TR e ol 2 AR A S
PRI ST R
32 BRTUEMNITE

HUBA). RATATDA 5
33 1, )
V(P,C) =1 -5 x100% = 99.4965%  (10)
mxn

MIXAMEFRATT AT LA VR0 28 Sy ) B AR 1 B LA R
EEEF, BdE L IE AN B SRBUE A5 TR B .
33 mEEMEGEHEERITE

T IR RN % A I A B ME, A
SCEMG R HAH R 5% SC RIS, ARA T DS BG4 1R
p(p)s pleo)~ p(jce)s p(ce/p;), AR (@ —(7)
WP EAGERIp;ofIfE, KRN

I(p; ¢) = H(c) — H(c/p) = 0.003916

H P EAE BXANSERNTTTAMNE S

HEEIE B SR AU E B &,

(11)
SR A A
XA T B P 5 R



SE2SBEHIY

WA . (RTINS B L R RETT I 59

By, #ICPRTHISONE S TR L.
3.4 FRFRMENIK

T AN SR R U, AT AT 4
s, 2 BIAE4IK10.1, 0.2)FIK2(0.1000001, 0.2)3
Frmass b g CLIE8)FIC2(189), o B HK2xF C 1k
o, AKX C2EATRE, 32 E10ME1L,

8 He 25 B C1
Fig.8 Encrypted image Cl1

B9 fe i B12C2
Fig.9 Encrypted image C2

BH10 K23 C1# % B

Fig.10 Decryption diagram of K2 for(\

Fig.11 Decryption diagram of K1 for C2
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