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Abstract: With the increasing campus ne&applications, network traffic monitoring, troubleshooting, risk warning

and other issues are facing huge chall : Inﬁls research, SDN (Software Defined Network) technology is used to deploy

h

ork operation and maintenance platform by using gPRC (Google Remote Procedure

the basic network automation int nd network management node is constructed in the north. On this basis, this
paper proposes to design a cas
Call) and ERSPAN (Encaps

quality, and business of the

mote Port Mirroring) technology. Physical links, TCP (Transmission Control Protocol)
ork are analyzed. This platform improves the efficiency of campus network operation and
maintenance, and it has provided a reference for subsequent intelligent network operation and maintenance research.
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gRPCHE ik,
(D2 3protostff, AFLRPCIIE, HHNAEME XWT:
syntax =" proto2 " ;
package grpc_service;
message GetJsonReply { //Get)y iR & 455
required string result = 1;
}
message SubscribeReply { //3]H455%E
required string result = 1;
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message ConfigReply { //FCE 4558
required string result = 1;
}

message ReportE

ANEIE RUS2F -3V
#d = 1; // token_id
am_name = 2; / /1] IR AFR

requif@d stri® event_name = 3; //i]RKEHL
uir ring json_text = 4; //3] 45 Fison T4

required stri o)
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required string token_id = 1; //m 35 token_id
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}
4 EFSDNRKEMLKIZ4L @"';Eﬂ(lmplem&tion message SubscribeRequest { // % L4 Fr
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required string stream_name = 1;

}

service GrpcService { //5E XgRPCH %

rpc SubscribeByStreamName (SubscribeRequest)
returns (SubscribeReply) {} / /1T

rpc GetEventReport (GetReportRequest) returns
(stream ReportEvent) {} //3REREE{F4ER

}

(2)r % #hproto X . X FkDevice, Ifmgr,
IPFW., LLDP, Syslog&Z M5Bl iprotoXft, ik
BRI 5 R, Device B IEHRPCH I, HW
B LI

syntax = " proto2 " ;

import " grpc_service.proto " ;

package device;

message DeviceBase | //FREUS& A BE5HE X

optional string HostName = 1; //i%4&14&FF
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optional string HostOid = 2; //sysoid

optional uint32 MaxChassisNum = 3; //&H KHE$
optional uint32 MaxSlotNum = 4; //&Kslot%k
optional string HostDescription = 5; //i%&4iiA 58

1
s

message DevicePhysicalEntities | // ¥4 BRSL 4[4
message Entity {

//EEERT]
optional string VendorType = 2; //vendorZs%l
optional uint32 EntityClass = 3;//52{&ZH

optional string SoftwareRev = 4; / /%A

optional uint32 Physicallndex = 1;

optional string SerialNumber = 5; //JF5&
optional string Model = 6; //#z

}

repeated Entity entity = 1;

}

service DeviceService { / /& XFIRPCH ¥

rpc GetJsonDeviceBase(DeviceBase) returns (grpc_
R HEAGF R

rpc GetJsonDevicePhysicalEntities(DevicePhysicalEntiti

service.GetJsonReply) {} //

es) returns
(grpc_service.GetJsonReply) {} p 4
b/ BRI AR R
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5 LERS 45T (Experimental results and
analysis)
5.1 gRPCELE
(1)fit B Device(gRPCHR 45 5%)
FFEgRPCIIRE,
<Device>system—view
[Devicelgrpe enable
QIEA A Frtest, FLEZMPHIEN, REHPAER
network—admin, 7] LAE Y95 B HTTPSAR 5
[Devicellocal—user test
[Device—luser—manage—test]password simple
123456 TESTplat&!
[Device—luser—manage—testlauthorization—attribute
user—role network—ad
[Device—luser— estlservice—type https
[Devicelug age—test]quit
(2)Fi EgRP s
RPCE P i34 eRPCIHE,
B proto (%I H EH AT LLDPE{F L
iprotocol buffersgmiFas 4 MUEE1E S (FlinJava,

), B T i
on, C/C++. Go)iT/Lmg,
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5.2 ERSPANEL &

(1)F & Device A

H# Bl EOSPF#HYL,

[DeviceA] ospf 1

[DeviceA—ospf—1] area 0

[DeviceA—ospf—1—area—0.0.0.0] network 10.1.1.0
0.0.0.255

[DeviceA—ospf—1—area—0.0.0.0] network 20.1.1.0
0.0.0.255

# flEARERAH],

[DeviceA] mirroring—group 1 local

¥ EEAMER A RN 1A GigabitEthernet] /0/1,
H i3 1 A GigabitEthernet1/0/2, B3R CH B BIPHLE N
40.1.1.2, JEIPHAEA20.1.1.1,

[DeviceA] mirroring—group 1 mirroring—port
gigabitethernet 1/0/1 both

[DeviceA]
gigabitethernet 1/0/2 destination—ip 40.1.1.2 source—ip
20.1.1.1

mirroring—group 1 monitor—port
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(2)Fict &Device B
# BlEOSPEHMY,
[DeviceB] ospf 1

[DeviceB—ospf—1] area 0

[DeviceB—ospf—1—area—0.0.0.0] network 20.1.1.0

0.0.0.255

(3)55 TR

# WiRDevice A FFTAHBAMBIERER.

[DeviceA] display mirroring—group all

Mirroring group 1:

Type: Local

Status: Active

Mirroring port:

GigabitEthernetl1/0/1 Both

Monitor port: GigabitEthernetl,/0/2

Encapsulation: Destination IP address 40.1.1.2

Source IP address 20.1.1.1

Destination MAC address 000f—e241—5e5b
5.3 S

gRP CR K 0475 0 24 50 2 1) SE I R URAR L
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&1 gRPCREMBEXREIEER
Tab.1 Relevant data information collected by ﬁPC
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Fig.5 Part of the data collected by ERSPAN are analyzed
££i(Conclusion)
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