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Abstract: With sing network self-service business in e-government applications, network users generally
have low awareness of network security and they are vulnerable to network attacks from counterfeit servers, which leads
to security issues such as information leakage and property loss. Taking the integrity, confidentiality and non repudiation of
communication data in business as the research objects, this paper is based on in-depth research and analysis of cryptography,
digital signatures, PKI (Public Key Infrastructure), CA (Certificate Authority) and working mechanism of certificates. This
paper then proposes an application scheme of electronic identity authentication technology based on PKI in self-service
e-government, using open source OpenSSL software package, and selecting RSA (Rivest Shamir Adleman) signature
algorithm and SHA (Secure Hash Algorithm) digest algorithm. The simulation verification is carried out in the latest and
stable Red Hat Linux 7.4 system. Results show that digital certificate can provide encryption and identity authentication
services for both parties of communication. Combined with new network security technologies such as real name system and
biometrics, it can effectively ensure the security of self-service e-government business, and can be popularized in practical
application, which provides a reference for solving current difficulties of self-service e-government network security.
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[root@cadnswgs yum.repos.d]# yum install —y
openssl
52 RIEPRIRIF

A EAE B R G NE

[root@cadnswgs tlslvi /etc/pki/tls/openssl.cnf
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[root@cadnswgs CAJ]# openssl genrsa —out /etc/
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[root@webwgs certs]# openssl req —new —key
httpd.key —out httpd.csr
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[root@cadnswgs CAJ]# openssl ca —in certs/httpd.
csr —out certs/httpd.crt
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i yum 7 K42 mod  ssl, E/etc/httpd/conf} H 3

HI AR
[root@webwgs conf.d]# vi ssl.conf
SSLCertificateFile ~ /etc/httpd/certsghttpd ,crt //i%

B IS
SSLCertificateKeyFile /etc/h'
/ /BB FAEA
5.5 & PimiE
HTSSLYMUM R & SO AR TR, FHLTEEE
AR E RS HEAT I I Bk, T & P ALYT I Web IR 5 2% 191k
o B CEEIEB RS2, N2ZEEVA A %24 0E
B, BIEEVIN, TEIER LR CAFIWebiR S5 HIEAER

TG LR BB Z RV, E4RE SR,

3

B 4 A AR AE 45
Fig.4 Adding a root certificate

TE%E&~4$&MEiH&me,%&ﬁ%ﬁﬁ%“‘

qqqqq

B5 ik 312
Fig.5 Certificate path

6 Z5it(Conclusion)

PKIF AR EE L &AM, 2 e rEss.
R 1T 95 DA B AR I P90 28 2 A ) SRR BER . BT 2l SCAR ML)
HTTPIMSUFFE A S A S i, 1% iR 2 g el A
Yt e S BRI S5 22 U, R T I 252 A LR 1
FERANESE , BFIEB & W . BRIFIE, AT AR
PR b R 55, R MR B, FIHSSLMCR

FRAE 2 BN B 177 G et BRAEHLE, ST AN
A, SO DR S LRI N REHTTPS, fER L 48

Webli 55155 T &2 REE, BEHEEMFHE X4, W53 H
k. VP RIBCRRA KR, 6551 5 2 R AT,

LB MR TT 1 5% 5 5 PR IS & R k™, Sk i1
A S8 R85 1) 25 S SR T G — A B AN [
|

i s XFFRARMEZ LR RRIEHZ—,
I #f(References)

) A= B R, EAF B ALK TPRIE AR A P § 8B4 2

PR B4 ()] F A £,2020,37(9):373-375.

2] 4B B EH,FHRMWF AT HNELRAORSEES
Z] AL A ,2019,55(3):61-67.

3] B A% AT EMP F A TROKT S5 LKB]) M0
F 5 54 FH,2016,33(8):50—53.

[4] KURYAZOV D M. Development of electronic digital signature

algorithms with compound modules and their cryptanalysis[J].

Journal of Discrete Mathematical Sciences and Cryptography,
2021, 24(4):1085—1099.

5] $hksh Do, 2k % HFIER B M A8kt S F))3
BT 252 4 2012(9):43—45.

(6] ZFF4F B, 25T F BXESHEEEERRAAL].
15 B ) 455 42021 (5):74—81.

(7] Tk —AH. o F B 5P &5 BB ST H3FT R[]). M 5o
F AL B, 2021(8):112—-113.

[8] =40, FAEE LA K, 5 K FTPKIL PMI#Y 4 ¥ B 4R
S A wAMRT FHRTE FA) AR RS
H,2020,37(12):68—75.

1EEEN:

#HAE(1983-), %, WL, VR BRTAUS: MRS aRReR, [
AR,

§Rr(1993-), B, AR, TE.GIAGUL: BTG, §
AT ELAL B 5.





