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ine whether certain data are used for training by the output of the

Abstract: Machine learning often usesgpri datasto train model so as to get better performance. However,
unauthorized users can input data into the ch(ll de

model, which threatens data privacy and securit

order to solve this problem, this paper proposes an attack method based

on deep optimizing network, which a lyzes‘e attack method principle from the attacker's point of view, and then defends

against the attack on the model i

the model automatically, obgai
the model, reveals the i
CIFAR-100 data set, an

d manner so as to enhance the secrecy of the model. The proposed method attacks
-Optimizing parameters, improves the attack accuracy, fully exploits security defects in
t of the model, and improves the model security. Experiments have been carried out on

C (Area Under the Curve) value is 0.83, which is better than the base method. Experimental

results show that the proposed method can effectively improve the attack effect.
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Fig.2 Illustration of attack flow
4 31§54 #r(Experiment and analysis)
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Fig.3 ROC curves and AUC scores of SONA method
and base method
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