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Abstract: With the increast e security game in cyberspace, advanced network security technology has

become a key factor in active, ding to security threats and breaking the asymmetry of security offense and defense
in time. Aiming at the co ork environment and diverse network application requirements, this paper proposes
to design a virtual private k solution based on point-to-point tunneling protocol by comparing a variety of virtual
private network technologies. MS CHAP (Microsoft Challenge Handshake Authentication Protocol) is used to verify clients'
identity, and MPPE (Point-to-Point Encryption Algorithm) is used to encrypt the IP data packets after the public network
address encapsulates the private network address, so to ensure the confidentiality, integrity and reliability of the data.
Finally, free open source code is used to verify the proposed solution on Linux platform. Experiments have proved that the
security guarantee is realized from data collection, transmission, application to storage and analysis in the process of big data
processing. The solution is flexible in deployment and has a wide range of application, providing a reference for building a
private network between the big data center and data source collection points, as well as various cross-regional enterprises
and institutions.
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2 VPNE5[%i&(VPN and tunneling)
2.1 VPNEXEE

VPN(Virtual Private Network), F13C4&%NENIEH
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(1)PPTP(Point—to—Point Tunneling Protocol) &%} £if&
b, STBLE BB T A T EL AT TP 4%, i
Sa TG 05 1723, AINIE. EEYEE,

(2)L2TP(Layer 2 Tunneling Protocol)ss — 2% iE
W, HEHUDPHE R, ik a5 41701, BUATCINEE
%, AR MEREE, WEGTPsec,

(3)GRE(Generic Routing Encapsulation)ii f i 3
B AR A TR B, HEIMARZGREV2, WA AT
ZMORBFIBE L, ARRIPVARIIPvOR R IRE R 1L T ##
IR, %«ﬂxﬁ@ﬁ@éﬁﬁﬁmwm, AT X R
T TIRE.

(4)IPsec(Inte col Security)Internet iy 24,
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MEFMEBANEREZ R, BE#RETEGRE, RtpHr, WEK
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&, e B R AR A A iR A B SE L,

Britbz 4, B ZFVPNSEIEAR, WaOpenVPN, E
J&—FhE T OpenSSLIZEFISSL/ TSLYMY K A ZVPN, J&T
S SRFFRER M, NSRS, 5 B AL M e B AR AP AL
R4, E0ARCEAEE R 81T, EANATEREEE,
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3 AxEEH I (Point-to-point tunneling

protocol)

PPTP ISR & M B —Fr i, 2IEPPPHHAITCP /TP
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WPAP(Password Authentication Protocol), JEifliEF &
B EAFEY CHAP(Challenge Handshake Authentication
Protocol). % Eia4E T H 3 8iE i MS CHAP(Microsoft
Challenge Handshake Authentication Protocol)Z,

QRA P NIEEE, EXEVPNER:, REERSE
BAEE.

(3)VPNLZaREREV 5, KT EESIEEHm. A
PRAEECE AL S AL 1, R RAE B 5508 bl %5 553 DES(Data
Encryption Standard). X}l & EMPPE(Microsoft
Point—to—Point Encryption) ¥ IPEHEIATINE ., R KIIAY
% P Windows#ER S, ERIAHAMPPE,

(MBI EH EH A, VPDNHR S 2803 & 45 4 K 1Y
PPTPE B 5 , iRt AR o oA T it 3 , i 2% /5 PP TP
B A I B Aty A b P R ALY 0 25 i, KI5 R
JF P15 8 I FA I B AT &, e AR
32 HiEHERSHIRTEE
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GRELKIME B HRAZATCP/IPHL; (5)TCP/IPHMUKGRE
SN2 R IPHIEF] B G TPHLAE 5 (6) TS 6117 %k
T S e 2% 2B S A A B I T O L — R e A B
BATEER

fREt R AR . (D2 B ()52 H 1 4MZ
WEAZATCP/IPHMY s (3)TCP/IPHMYFIEIPk s (4)IPHMY
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4 FZi%iT(Solution design)
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Mok, 38 A7 RO I A PR X R R T AT 2 R
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Windowss{ & Linux IR & 44 E R GOR LI, BRI SA Ll
AP, A —E%%ARed Hat Linux 7.4K9R% 25K
TR,
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T RIERE S ABEE PO KL 2B SR, B
ERMARMRE, EAGIMELEFHELT, FIAAEMS
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Fig.2 Diagram of the network topology
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5 J7ZELSF(Solution verification)
5.1 VPNRRFSRimAIEE

VPNR %5 #n LB AELinux 7.4%, ERG PR EVPNR
%, ETPPTPHVPNRS % 2pptpd, pptpd/2PPTPH)AF
PR, HOREHETPPTPREE MY A VPNERE, Hpptpd
BB R VPNEE AE R, 2 B3 PPPHMYL A pptpd
FERF R SEREIGIE, ARG VPNIER:, FE% ¥ pppMipptpd
PR,

(1)Z%pppApptpd,

PPPZ 4 PPPIR 55 -

[root@vpnserver/]# yum install

i 4R pptpd JEAS ST -

[root@vpnserver vpn]#t tar zxfv pptpd—1.4.0.tar.gz

i RAD B S5 B configure AR KRR e 2228 2 45 1 H 5

[root@vpnserver pptpd—1.4.0]# . /configure——
prefix=/usr/local/pptpd
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[root@vpnserver pptpd—1.4.0]#make

B E— 2P iR I iR 7 SR B R GE

[root@vpnserver pptpd—1.4.0]#make install

(2)5 Fpptpd i iy VPN Ik %5 T BL & 302 /ete/
pptpd.conf, ff FIAEAA S ERCE SO, EEACED AN
% P

[root@vpnserver etc]# vi pptpd.conf

BB pppd e Y (7 B

ppp/usr/sbin/pppd

& Hoptions LAY AL E :

option/etc/ppp/options. pptpd

JRrtEh R 23 e 25 72 LA 1 S ik«

localip 192.168.1.1

SRyt R 23 L 25 % P LA TP ik«

remoteip 192.168.1.7—177

(3)H Tpptpd ZERILE H I VPNEAGE KRG, 2 HBIH
FApppR S5Ok FE RS IR, ABSLVPNESR:, H, Zf
pOtpd iR S5 IEH TAE, B2 EppDHC & S X VPN 5
UEAR 95 S HEATAH R U BC B . pPpIE TS i pptpd . conf U A
fjoption 244 € BRI Ky /etc/ppp/options. pptpd, ({4 HIH]
ABCE Sy Bk X, IR, PABCHVPNZ i i 5E B
DNSHR %5 28 HIWINSHR 55 2% A IPHiE

[root@vpnserver pppl# vi options.pptpd '

B EDNSHR S5 AL - \

ms—dns 8.8.8.8 ‘

#RINE I /etc/ppp/chap—secrets L {ig ﬁﬁj PN 7 &
(AT

auth

(FEpppIk T LM, & VeI 45 52 BRI/
etc/ppp/chap—secrets%: 4: i PEAT B R RAE, i ARE
VPN A i AT DATE 1 3 2 R 2 SC R S

[root@vpnserver pppl#tvi/etc/ppp/chap—secrets

Hclient server secret IP addresses
wgsul pptpd 123456
JABIPP TP N B AR 55 -

[root@vpnserver™]# /usr/local/pptpd/sbin/pptpd

[root@vpnserver™]#systemctl stop firewalld
52 BRumEE

B P e A T AR T, AR 55 2R LB S Y
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Fig.3 Client address
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6 Z5i(Conclusi®n)

LSR5 N AR AR, B BRI R A, A
SIRAL W, %7 EELinuxE-& _F#5. TPPTP VPN,
THMFAE VI, HXPE P T TMS CHAP

UERAR I MPPEXS ¥4 il %5, FRIE T PPTP% o 5 R 55 4%
%E‘Jfﬁéiﬁ;%o P O BAR TR R R R IR, RS
W R LEFRTENER A, WA BT RES T
. NSV, T MR EE, PPTP VPN Joiksim
NAT, AnSAR 45 200 W SETE BT KGN, 0 Pl Jo vk or
VPN, MR ELE A5 =2 MPsec VPNRIRA MY,
A Bl K R IER VPN R GE R 2 PRI SE .
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