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Abstract: In computer network, server provides different clients with access services specified at different times.
Clients are prohibited from accessing at other times when server automatically backs up data to improve its security and
stability. To meet this need, time"Access Control List (ACL) is enabled on the three-tier device connected to the server and
the defined time rule for accessing server is applied to the extended access control list which is bound to the corresponding
port. This paper discusses the technology of time Access Control List, analyzes characteristics and application methods of the

time Access Controldlist, and finally realizes secure server access in the time strategy for Internet structure of a certain LAN

(Local Area Network) network connection.
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1 5|5 (Introduction)
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2 B E) 4% i 51 R A4 2 (The concept of time

Access Control List)
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()M 2 ST REB B AFHb 4 H ETH R,
3 EtiE) i eE §l 51 R E X BT E A 75 7% (The method

of defining time in time access control list)
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time—range time—name start—time to end—time days

time—range/2 4 KM, JETH A SECT SRR

time—name: HfEFEES, BEREECFEMEFAE
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start—time to end—time. JFURHFEIFNZEHRETE], FHoAg
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Sat, Sun, daysw] PAFJE—ZIJE H A 28 5 8 5 g — 4L
FHILMMAERFIL, HTHHE, GRS, =250
WHHFRE, OFREMH, 1RREH—, 6N EH
No MHF—MEFEE LN T HERFMY R EBIL,
HAMR TR X B A . working—dayftET/ER, BIJE—3)
JiT; DailyfRE—RELR, H—K; off—day R SHIE
HEARBR,

B, BUAE ] E — I AL, FESk A AR I A3 A
BRI B 1085 3 7T DAVT AR5 4%, HARI AR ] LAV
W, AT A AR B A RV
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time—range aaa 00:00 to 10:000Eri

(2) 4% st 7] 725

o X 1) 0 B A2 4947 ) B R — ook L™, Hod
AT

time—range time—name from timel datel [to time2
date2]

time—rangefgard X A, HALSHE XA E—BS4
SR, FEEGBE . G, PRSI E — A E R,
BORM20214E2 1T H B B R EFFIRAERL, 202142 12 H I
SR AR AR R, K B IR B T DA I RS R, 3
AuEs R TT AV 1), T AR & -
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and implementation of time access control list

scheme)
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Fig.1 System topology
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RouterA(config) f#router rip
RouterA(config—router) #f version 2
RouterA(config—router)#no auto
RouterA(config—router) #network 192.168.1.0
RouterA(config—router) #default information—ori
RouterA(config)#ip route 0.0.0.0 0.0.0.0 s1/0
SwitchA(config)#ip routing
SwitchA(config) #router rip
SwitchA(config—router)# version 2
SwitchA(config—router) #no auto
SwitchA(config—router) #network 192.168.1.0
Switch A(config—router) #network 192.168.2.0
SwitchA(config—router) #network 192.168.10.0
SwitchA(config—router) #network 192.168.20.0
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RouterA (config)#access—list 1 permit 192.168.0.0
0.0.255.255
RouterA(config)#ip nat pool aaa 201.1.1.3
201.1.1.10 netmask 255.255.255.0
RouterA(config)#ip nat inside source list 1 pool aaa
overload
RouterA(config)#ip nat inside source static
192.168.2.1 201.1.1.11
4.3.2 FEpERTE) a2 H1 5 R AN
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SwitchA(config) #time—range aaa 8:000to 20:00
Daily
SwitchA(config) #time—range bbb 9:00 to 18:00
Working—day
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TRIBER:
SwitchA(config) #access—list 100 permit tcp
192.168.10.0
0.020.255 host 192.168.2.1 eq www time—
range aaa
SwitchA(config)#taccess—list 100 permit tcp any host
192.168.2.1 eq www time—range bbb
A% AT ML) ZR G0 Bl (V1] 10,222 0 24 T A ) ) A X 2, E A
DAL EFBUR 2L R i show  clockfy & e E — TRk
BUMRGER ), WRART, TEEMclock setfy > HH TR
H, MATREIR:
SwitchA #show clock
0:4:25.359 UTC Mon Mar 1 1993
SwitchA #show clock
10:24:35.897 UTC Sun Feb 28 2021
HA ERIBA AE S, H—k M Ashow clockr 4 H
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SwitchA(config)#int £0/1

SwitchA(config—if) #ipfaccess—group 100 in

SwitchA(config) #int 'f0,/2

SwitchA(config=if) #ip aceess—group 101 in
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Fig.2 PC1 can access the web server
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Fig.3 PCO cannot access the web server
5 #Eif(Conclusion)
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