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Abstract: Current virus softwate detection methods have difficulty in grappling with the rapid classification of virus
software in big data era. In view of this issue, this paper proposes a classification method for virus visual detection, which
elaborates on the visualization process of virus software. It proposes a deep learning method of convolutional neural network
combined with attention mechanism model (ie CNN_CBAM model, Convolutional Neural Network Convolutional Block
Attention Module) to classify virus software families. Virus software samples use the BIG2015 and Malimg datasets, which
are visualizedyin this paper. The proposed CNN_CBAM model is trained on the visualized dataset. The experimental results
show that the CNN.CBAM model proposed in this paper can effectively classify the virus software families, and it is better
than other deep learning models. Its accuracy rate is 16.77% higher than that of CNN_SVM virus analysis method.
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Tab.1 Model parameters

LN Relu
EHUZ1(Convl) 3x3 Relu
HHZ2(Conv2) 3x3 Relu
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4 SIGEEER 543 (Results and analysis)
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Tab.4 Evaluation criteria of BIG2015 in different models
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