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Abstract: Data leakage protection’system can prevent important data of enterprises from being illegally exported

from networks. This paper@ims,to.solve problems of acquiring data of different types in different regions, and monitoring

equipment and business‘'On, big data system for oilfield data leakage prevention. First, based on big data Flume (data

acquisition system) component, this paper proposes to adopt the method of capturing JSON (JavaScript Object Notation,

a lightweight data exchange format) of the leakage event log and the parsed illegally exported TXT file to achieve data

acquisition. Second, Flume exporter (Prometheus service supervision system), Node exporter component and Grafana (a

cross-platform open source measurement analysis and visualization tool) are used to supervise equipment information and

application data of data leakage prevention. Finally, this paper points out the effect of building an acquisition system and

supervision platform in operation and maintenance of data leakage prevention system.
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Fig.1 Architecture diagram of Flume data acquisition system
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Fig.2 Technical architecture diagram of Prometheus
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(Big data acquisition system and supervision
platform for oilfield data leakage prevention)
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leakage prevention
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public FileLimitrateThriftInterceptor(Context context)
{
this.context = context;
// REFARVIRL
public void initialize() {
/ /R¥ERRICiscollect g & 75 o 1% i
this.flag=context.getBoolean(ISCOLLECT, true).
booleanValue() ;
this.secretkey = context.getString(SECRETKEY);
try {
this.aesUtils = new AesUtils(this. secretkey)s
} catch (Exception e) {
e.printStackTrace();
logger.info("aesUtils initialize erzdr");
/SR
public Event intercept(Event, event) |
ArrayList<byte[]>®bWutésy = new ArrayList
<byte[[>();
bytes.add(addBytes(event. getBody()));
if(isUseSecret){
event.setBody(aesUtils. AESEncode(SerializableUtils.
ObjectToByte(bytes)));
telse{
event.setBody(SerializableUtils. ObjectToByte
(bytes));
public List<Event> intercept(List<Event> events) {
for (Event event :
intercept(event);
thrift2kafka . conffig & 3CAHNT «
/ /B & Source
al .sources.rl.type=thrift

events) {

al.sources.rl.port=9110

al.sources.rl.interceptors=limitrate

al.sources.rl.interceptors.limitrate.type=src.
interceptor. FileLimitrateThriftInterceptor$Builder

/ /Tt & Channel
al.channels.cl.type=file
al.channels.cl.checkpointDir=,/mnt/checkpointl
al.channels.cl.dataDirs=/mnt/file—channell
//BLESink
al.sinks.kl.type=org.apache.flume.sink.kafka.
KafkaSink
al.sinks.k1.kafka.topic=FILE_STORE_TOPIC
al.sinks.k1.kafka.bootstrap.servers=kafka0l.dqyt.
com:9092
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go func() {
defer wg.Done()
fors, urle= range e.flumeMetricUrls {
m := <—channel
ififm . Metrics[url] == nil {

log. Warn(">>>.receive metrics channel is nil,

urly " + url)

continue

}

reg := regexp.MustCompile('//(.*)/metrics')
host := reg.FindStringSubmatch(url)!"!

for k, v := range m.Metrics[url] {

sMetrics := make(map[stringlinterface{})

sMetrics = v.(map[stringlinterface{})

delete(sMetrics, "Type")

if strings.HasPrefix(k, "SOURCE.") {
e.processGaugeVecs(k, host, "SOURCE",

sMetrics)

} else if strings.HasPrefix(k, "CHANNEL.") {
delete(sMetrics, "Open")
e.processGaugeVecs(k, host, "CHANNEL",

sMetrics)

} else if strings.HasPrefix(k, "SINK.") {
e.processGaugeVecs(k, host, "SINK",

sMetrics)
4.2.2 GrafanaSiHET

Grafana“F-& Bl & 7L & X 5 Prometheustd i Ar & )5,
fid BB /R HIISON Model, fit &5 & Variablelll R

Variable:

$host label_values(host)

$channel_name

label_values(FLUME_CHANNEL_ChannelSize{host=
"$host"},name)

$sink_name
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label_values(FLUME_SINK_EventDrainSuccessCount
{host="$host"} ,name)

$source_name

label_values(FLUME_SOURCE_OpenConnectionCount
{host="$host"} ,name)

4.2.3 AlertManagergs2
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