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Abstract: For software deyelopment model that separates front and back ends, it is very important to protect back-
end data interface from being'illegallytinvoked. The token, as a voucher for obtaining protected resources, needs to provide
an expiration time, otherwise,authentication function will lose its meaning. For active users, automatic login function needs
to be provided within valid time to improve user experience. This paper proposes to implement an identity authentication
scheme based on the ASP.NET Web API framework after studying an authentication mechanism of OAuth (Open
Authorization, an open authorization standard). When the access token expires, token refresh mechanism is added, which can
not only improve user experience, but also effectively protect data interfaces. The proposed scheme is versatile and suitable
for software development with separation of front and back ends. Tests show its effectiveness and feasibility.
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Fig.1 Front—end interaction model diagram
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Fig.4 Authentigation and authorization flow chart
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Body Cookies Headers (6) TestResults

Pretty Raw Preview Visualize JSON v =
1
2 q
g “Id": 1,
4 "Name": "F&",
5 “Count™: "100",
6 “Price": "12",
7 “Company”: “IZTXXRHB]",
8 "AddTime": "2020-03-29T00:00:00"
s | B
10 {
11 "Id": 2,
12 “Name": “fBR",
13 "Count": "200",
14 “Price": "22",
15 "Company”: "HHXXAF",
16 "AddTime": "“2019-12-09T00:00:00"
17 }
118 ]

A5 GET# K3k A5

Fig.5 GET request to get data
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public class MyAuthorizationServerProvider
OAuthAuthorizationServerProvider

[
1

public override Task ValidateClientAuthentication(
OAuthValidateClientAuthenticationContext context)
{
context. Validated();
return Task.FromResult<object>(null);
}
public override async Task GrantResourceOwner
Credentials(
OAuthGrantResourceOwnerCredentialsContext
context)
{
context.OwinContext.Response. Headers.
Add(" Access—Control—Allow—Origin", new{] { "+" });
AccountService accService & .new
AccountService() ;
string md5Pwd = LoginHelperMD5CryptoPasswd
(context.Password);
IList<object[]> ul = accSéryice.Login(context.
UserName, md5Pwd);
if (ul.Count() == Q)

{

context. SetError("#ANTCRL", " A BTG 1);

return;

}

var identity = new
Claimsldentity(context.Options. AuthenticationType)

context. Validated(identity)
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Body Cookies Headers (7) TestResults

Pretty Raw Preview  Visualize JSON v =

1 f
2 "Message": "EIBBNULEREN. -
3}
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Fig.6 GET request limited
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KEY VALUE

E grant_type password
UserName admin
PassWord 123456
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Fig.7 POST request to get token

Body v ® 2000k
Pretty Raw Preview Visualize JSON ¥ 5
1 f
2 “access_token": "SToHYuNv]S1F4HSy8kOeN_UP4ybd7Y78rbJ¢
3 “token_type": "bearer”,
4 “expires_in": 899
5 B
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Fig.8 Get the return value of the token
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Fig.9 Encapsulate request headers for GET requests
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public class MyRefreshTokenProvider . Authentication
TokenProvider
{
private static ConcurrentDictionary<string, string>
_refreshTokens= new ConcurrentDictionary<string,
string>();
// T A Wirefresh_token
public override void Create(AuthenticationToken
CreateContext context)
{
context.Ticket.Properties.IssuedUtc = DateTime.
UtcNow
context.Ticket.Properties.ExpiresUtc =
DateTime. UtcNow . AddDays(60);
context.SetToken(Guid.NewGuid().
ToString("n"));
context.

_refreshTokens[context.Token] =

SerializeTicket()

)

// | refresh_token f#HT access_token
public override void Receive(AuthenticationTokenReg

eiveContext context)

{
string value;
if (_refreshTokens.TryRemove(context: Token,

out value))

{

context. DeserializeTieket(value);
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Body v ® 2000k

Pretty Raw Preview Visualize JSON ¥ 5

q
| "access_token": "u_TmIle-pPMdceEXAnJuGPRSHprYHeeI90aF

“token_type": "bearer",

“expires_in": 899,

“refresh_token": "1b5c2a6f13b947a5abfcfISb2b69Ibdec”
5l
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Fig.10 GET request to get refresh_token
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Fig.11 Get refresh_token
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