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Abstract: Confrontation between crawler technology, for deep web data and anti-crawler technology has waxed and
waned with development of website technology, big data, and asynchronous transmission technology. This paper proposes
to develop a Multi-source Uniform-interface Crawler (MUCrawler) framework after comprehensively comparing current
mainstream crawler and anti-crawlerqtechnologies and considering the needs of efficient development and fast crawling.
MUCrawler framework can face multiple websites data sources and provide Python framework of crawler development in
the form of a uniform interface, Testxesults show that the proposed framework can not only break through different anti-
crawler technologies to obtain ‘website data, but also show better operating results in terms of development efficiency,
robustness, and crawling efficiency.
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1 5|5 (Introduction)
W 2% M€ i (crawler, WFRspider. robot4s) & if [a] B Hk

™, fEfEE T URL(Uniform Resource Locator, 5i—%& R E
fr4%) B S ARE W eb T S AR . bk RE R I 25 e sk 18
EH M B R ET[EE(INGoogle, BaiduZs)mjEml, M4
e dut 2 R RN T8 eI 2 — A EZEEIR R IR, antt
e A 4 2P R B T B A T S AT S SR
] RASR FH 9 45 € H MK 187 o) 3 o SR 4

TG FR ) 147 10 265 1@ HURT o) Do) sl i R R 0, B, i
22 W 3l SR A B @ MU AR X R T 1) B Bl AL IR BGHATBR %, F Utk
SEMZ R LAT, IR AN & R BRI AR F
WHATAS T R 3R A i S 1 S IE H BR ) R B BT N 2, A SR

PythonM 4% € HHEZEM U Crawler(Multi—source Uniform—
interface Crawler, ZJF4E—CHAHELE), FHEHXTHEIE Mt
T,
2 MK EHRIEE S (Functional analysis of
network crawler)
2.1 IhgesrE
RAEE A i R I R, Web M sl PASr B3R )2
IR U2 T e ot 7 A 9 4% 5 4 TR SRRt o 32
JERANRZE M E R, TELRI ML, DAES TR EEF
it JRe L) I il (3R J2 0 ) e /b, B 2 1 IRW) sl 1) 2 {6 ) 50 i
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. — P2 IRE—EHRAER BT 5 5E B 31

FEFBshSTm . ATJAX(Asynchronous JavaScript and
XML, B#iyJavaScriptFIXML) R #Z . JSON(JavaScript
Object Notation, JavaScript¥t4R &) 5EEmrEZ M,
F, WZE MRy &)z,

RAECHL W eb B 48 A TE ], 0 2% € B n] A 434 38 A 2
JE AN SRR P2, A AN 2O LR R BT Web (s
AT R, XAl FEEA R ENEERETL
H, AAEmEE, @8R, @ik, WREEmsss", 58
FABRHECORE, AU d R S X 3 — A B LA M s, 3
AT R BRI, T AU ) 4% R A 2 K B o A
TS HBCATZ .

22 BARIEE

) 26 )€ B 06 20T RE A AR AL N W 2R 1T A, £ XFURL H 8h 58
BHTTPE K, HAeUsHE RS %8 % M W HT TP (5 & .
WebR 55 #5mm  H{z 5 — Ay HTML(Hyper Text Markup
Language, #BXAMICiES). XML(Extensible Markup
Language, W RANMCIE ) #H ISONEHE A MEIE, Wrlhe
REGEE IS S, B, B2 R TR R AR S5 AR AH I
HIfE 3% BRI TR, PR A fE .

M 2% e R B B A X AREREEWE URLYIIRE. 40l
Z R 2 AR B AR E SR R Zh S M ul, MR FEE
i HEh RIS, HHPOST ARG URLLA K
SIHTREE URLESH, 0] DA 47 S Pi e 7 N GET /1
WERYURL, AR sl 3745 B HTMLIE A5 B, 42 n] DA
TEEEFINE “href” “src” Z4rd ol B MR BURERE )R
FJURL,

REOE LM 25 @ L B AR T BE Py thon¥i @ &
$&: Urllib, RequestssZ B HT TP 2k F i b 4k
Beautifulsoup, PyQuery. Ixml&EsC B Nrsnfy T,

2.3 HRINEE

28 B R R R AR E . fE b B, 5K 0 2 18 1
THE& EREAYRE, EREREGHITRE. BUEEEME
PRAF ST RE" R S ] A AR IO B2 I 245 5 o B o RSk
., TERobotst ARVFEEN, REZE&EH KW IrgE
i, MgEE R EE KR EE M URLE T ARIE, 3
IR SE R R ANH IR B E SR TSR, T TE ST IR AT A OF
I8, BLREMFEMERALENET, FiL, ARiXLESg
URLFITURBIEX T m M SRR R R EE, FEFHE
HFDOM(Document Object Model, R4S ST et 1E
FURARRLEE, SR fEURLZ E IR dEBusR", 176k IEH
AR XA 250, BRI S L5 b Tr g . TSONEE
LERACAE i B SCA B AT S SR S5 M A7 fif, TR IS 2 1@ it
N B 2 At XD,

24 RICABARRI MK

BIRC AW M E S5, SHREMEEYEC
R AR ER A B TS, B SR SN s ARG M)ty TR B AT B
il P SN ML 7 X SR i 1 st

=1 RERVLFIX KR
Tab.1 Strategy of anti—crawler

K e e AR WX SR

X% P Kk Headers % EHTTP request
1 (FEFTRE, fE4idE  headerstf KIET,

WA TR

Urllib, Requests

WSR2 P i ) filuser—agent%
PN WKEHTTP request
2 e %12%53‘; EVIFI cookiesfifH, AU Requests
R BRI
5 DIEATAXSESORZNEM  BEIN ST iz PhantomJ
HEAE IS Selenium, ghost.py
AN TPHIHEAFRR A o
4 mPuIRRERERR OB e e
i ViR

2.5 EHtESR

MEERERLIE, THRREER AN LR, MERHRE
AR Rz, R Python £ AT G FE (R equests)
LI Ly, W] LORGEE Bl C R B RE, (B RBRE
k. B, HFZHLERNITR T M2 C HHEZEAE S A {4
AR T RS N\ dnSerapy . Pyspider, Crawley4, H:
WS Bz @ Serapy ,  SCERIL6TEE /& BT Scrapy 1 F
KRR S,

Scfapy 2w 2 I . P TR R M 45 C RAE SR,
T @I st A LT PRI . Scrapy PAScrapy  engineZly
e, SBIAEHTTPIE R, Bl RRIERURLEM
FRH G, HEALURLAIER, BIE5R 05— IREk
BTk, WEAGYCR, B2, ScrapyE i HAJAX %3,
AN BB 1 SRR e AR R SR AN 2, ToyA S8R = U
@ Hh 5 AR S5
3 ZiRG—EHIEZR(Multi-source uniform-

interface spider structure)

g b, SRR AREE B OB RAR,
TEHRE R F R R B AR, A L8 e AR 32 B FR 51 1 55
Gh—SEAIBEZERE . KRB M ok ) S5 H A A AT AR W AR 4k, £t
o 0 2% € B i SR B BOME g Tt AE AR s Ak, B, 2019
RSN I ATF 2 B M 28 T B AR, #E20204F L4 2K
Mo HI, RXLEGEMCRE RCRIARF E—FHE N Z
BARIRER S —CHAESE
3.1 gitEN

JEFERR SR B m PR M 2% e S i B W g 12
TR, BT R EY, RS T AL
SUCAT, FHATHE T, S SR AHE SR A
N E s SR

(WZFEEA: £XTRA T &P R R B AR R 5,
EZE ) B E N, ARERBCRBUC R ARIEZHT, H
PRS- URLE RO,

Q)= ERE . DA P v L BT IR V8 B O R, 7R
HEZE v 3R F 2 AR W) 45 € B S R B0 R . AR AN 2%
JERFFARBUANF R H K BE, WRequestsEr % KB W i £ 2150
BIGTCBUR R R (R R > 10); E /N R s g £ &
BB IREUCR BUD 8 4R H & (L AE50<10); £ %fSelenium %
RN Y ERIB AT AT AXEE 200 0 25 @ e U SR AR 2678, b
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(3)IELREE : MLEIEHREUE B &% b Wl 9 3 9T
A SEEUR, X [ — 93l T R A 14 9 2 KB SR P 2 >
HOHIR, ZWIEREAPRUR . FIE, AHERRR “4L3”
R T5 2K, BR il B2 I [ Py 5 S 1) 37 SR 122 432 0 DA S 7 Ui
SR [a F B [ ]

(DGE—1rfif . R TEHUYEE AT BE R By SQLAE K
PEAEA, AT RER BesvIUPF B B IUAR AR f . IR, AE
REPRZ AT gD, AT G, SRR,

3.2 HEIREGH

AMERRGAE T AT, TP AR, Hahiy

AR,

B 1 MUCrawleriE 2 & #) &

Fig.1 Structure of MU Crawler framework
3.3 HEZREELIEA

(D TF#H#E: FTHEYRMU CrawlerfEZE I “Z R4
—7 FRRpyEs, “ZE” B2 ANBERE(WebM ), XL
Web R il 7] G REUA W B S Uk lg s “Ge—" RIEXS AN
IR, MUCrawler®: 3¢ T RF B EHEE A, fHRequests.
Selenium##, HFEERE M4 (host), XM HE 4
headersZ%{BIA]

Q) arpriede. BT A MEYE, EHasEKEHTMLER
% . CSSHE. JavaScriptftiB4E, AHriEmIhtE 2 M E
ST EMTUE SR A RE R, FEXRMBeautifulsoup,
Selenium&GE AR, RFHFE AR BB GRS BRI R, 78
MU Crawlerdt, /7 2 & g bsaelcs Ja 1L -5 15 8 AR R
KER, [RIBREZFEIRRZFR, WA i 7 U
ANEA,

Q)RR TEARURLEASY, @i URLAA BT A
PRSI URLE SR . UELE S AR RHE, &
[ B A2 N URL AR B P HORE R U s 4 &AL
REHRERER, BRAMBDEILANERZ—NURLEZEH T
ERBLHORE R TUTH . 38 1% B A URL A =K 8] R s () 42 11 15
EEYE

(AP WebBIRF M AE ZFIE L, WnseAse
e, csvillexcel SUERFEfiE . BURBEIEMESE . FRTX TP
i, MUCrawlerfEZLs 3 T UA AR O, BOSEE
Fham AR SR/ SE 5 covllexcel XFFF A%, #AS
BAUSEa LN, sheetit ., P4 . SUHFRVNRRGISE: B
FETE B OB HMySQL, NoSQLZ&ELFh, #: OS5 EIEHE
RS, FEWNMN R, BEERRAEFERS, #HET
select, insert, deleteZF#EfEH¥E,

4 MUCrawlertEZR N BHilliX(MUCrawler
application and test)

TR I il 2 ML P B 2 4 L TR PR Y TR 2 T Y
whio AT INRRARCR, MU CrawlerfE 4265 7558 2 o i 3
7T RS,

4.1 MHXIRE

MU Crawler & TPython¥fss, MR EIT .

R4#%. DELL PowerEdge R210 II; CPU: Intel(R)
Xeon(R)E3—1220,3.1 GHz; Wff: 8 GB; fifift. 1 TB; #
YE£& % . Windows Server 2008 R2,

VMwarefgfi#ll: CPU. IFi2#%; WiF: 2 GB; ffiff.
20 GB,

EVEZR S . Windows 7 professional 64 bit,

HAEHES. Python 3.7.7 64 bit,

MIZEEREE: 100 MBRAKMIHIHM L, NATHIUMSERE .,
42 WA R

MU CrawlertEZ2 gl E 75 F 22 ThREM . A %E
M, Stk A EIRCE MRS . T X HESE TR
R, EEHMERT ey FEERFITI L, EE T =FA
L FREE R s Ve e 5, A RIPAL, W, ZFRoR, IR
AR KBTI, BAMEER 100N URLEERE, X
300 EZAE I URLAE . AEZRMT HoTi B AnsR2 s

=2 Mk X EL T B 3 AR

Tab.2 Instruction of test item comparison

W ) b/ W
SIRENR IR, BEOPERAWebEE U ;2@%;”;
FER MR S RIS T4 5 1 PR 7
I TEBOH SR IOSCR T R /1004105
o ERCHIFURLEGE IS AR L
TR R /1004053
43 MRER
ey %2, EEMHREI XL, WHZMur URLA5

PEATICHL, TEHULRE L AR NE3I PR,
B, NT RERICBUR I,
3 eBIh e KM 4
Tab.3 Result of crawler function test

YT REMIIE

JREI % Requests Selenium Serapy MUCrawler
LMk N Y N Y
W 3l Y Y Y Y
Z N Y N Y

435K FiRequests, Selenium, ScrapyfIMU Crawler[
Flge AR SXF =4~ B AR oG B9 UR LA AT £ 208k, &
PRI AR ERCR I, T TR, A SCRH 4
AT, MAKFTR, HAn 55w L E

rzz;n,/max(z;ni) (1)
OB AR AR B AR RCR B MRS R &

HIH—AR AR, BEA R 0— 1/ /NEL, B BV BE AR
SERANE2FTR
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1.20
1.00 1.00

0.43
0.14 0.14 I

IEHLUBR (] /100%)

1.00
0.80
0.60

0.40

0.34
0.29
0.19 0.18
0.20
I 0.06
0.00 L

TERBA(T) (R /100%)

Requests M Selenium ™ Scrapy ™ MUCrawler

B2 R E . GH . B R et bl K 2 R
Fig.2 Test result of comparing development, robustness
and crawling efficiency

4.4 HRIW

27 s i il 45 R 2 W), TEMEBE L Scrapy iy TF &
MR BB R AR, HiKERequests,
MU Crawlersf =, TfiSelenium ) 753X 2577 | ¥ 4L T 45 %,
EEEARIM e, X532 1 uh 1) S5 7t , HA
Selenium, MU CrawlerGEf% SZI =AM 3l i) Web {5 BICHL,
HMU Crawlert % =AM 3k i TC B % 1 T-Selenium,

5 #5if(Conclusion)

MU Crawler W 5 € B HE 2 45 & £ FPython € B AR
HIPES, BB ZS BN I IC H B AR % B 1 52 B3 B R IR B,
SRTA, MU CrawlerJfdEPythonFAEFF R E, HE2ET
Requests, Selenium&FHARPEATH 0 IF %, HILTENCH M RE
IEABEME] A
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