F24655E3 M

20214E3H g‘f‘)ﬁ('ﬁ:j:iélji

SOFTWARE ENGINEERING

Vol.24 No.3
Mar. 2021

XEHE: 2096-1472(2021)-03-43-04

DOI:10.19644/j.cnki.issn2096-1472.2021.03.011

BT EzhiRNRTAER 7 B SR B XS AN A 2 i 1T 5 503

PMER, sRAEGE

(FETKRF, i AN 310018)
SMswmzstu@qq.com; zhxhz@zstu.edu.cn

i E: ClasticBdlfR — KR ARR A REEE, BOAZERIFAERTER)(F Bt g ) . A SCET M4 E5)
BMHA, BB T —PElasticBuli 2 BB R S8, RO Soill i Pl i S B Elasticliz 95 8% A4 265 B EREL,
RIGEAT T — BT FHST . IRAHAE . BOMIES . #2825 22 eSO Y R o BT i SRS B AGI r ¥2, - AT BT 4
Yo B S T AT I . AR SUBREHEAT T AU A D 0 i B AR T B, SEIR 4 SR AR I T AR SCRURY S B AR T vk

B RGO LR A R

KRR IEXRMEAEAE; Elastic, (FEMER, Tshil; MK

FESES. TPI09 XHFRIRAD. A

Design and Implementation of Non-relational Database Risk
Perception System based on‘Actiye Detection

SUN Weiming, ZHANG Huaxiong

( Zhejiang Sci-Tech University, Hangzhou 310018, China)
Mswmzstu@qq.eom; zhxhz@zstu.edu.cn

Abstract: Elastic database is a mainstream non-relational database with a potential risk of information leakage when

installed by default. This paper proposes toddesign and implement an Elastic database risk perception system based on

network active detection technology.\I'he)system first realizes acquisition of various types of information on Elastic server

through protocol construction,\dnd\then designs a sensitive information detection method based on collaborative analysis

of multi-dimensional datassuch as mobile phone numbers, email addresses, ID numbers, and place-name addresses, so to

evaluate risk level of the'database and issue early warning. At the end of this paper, sensitive data detection test and overall

function test are carried out. Experimental results show the effectiveness of the sensitive information detection method and

system design and implementation proposed in this paper.
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Elastic database)
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3 ZRHEEKRSHT(System requirements analysis)
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Fig.1 Schematic diagram of Elastic password setting error
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Fig.2 Elastic database risk judgment flowchart
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Fig.3 System flow chart
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Fig.4 IP detection flowchart
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Fig.5 Address recognition algorithm flowchart
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Tab.2 Sensitive detection algorithm accuracy rate

Bt H A%k K/ % BB/ %% IETES
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Tab.3 Elastic national distribution table at risk of

vulnerabilities
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