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Abstract: With the rapid development of mobile Internet, smart phones have become an indispensable device in social

activities, payments, travelling, entertainment and other activities. Once the mobile phone was stolen, the user's various

application accounts might be accessed without restrictions, leading to serious consequences such as identity fraud, privacy

leakage, and property loss. This paper proposes a recognition method that collects user behavior features on mobile terminals

and uses neural network modeling, Data, such as tilt angle, movement speed, acceleration speed, as well as force, speed,

shape and area of touchpoints, are.collected to verify whether the device is stolen by others. This kind of identity verification

technology has the advantages‘ofibeing stealing and forgery resistant, undisturbed and privacy-friendly.
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M P WebRIGAT A H#HAT R M IR R, FEEEMFEXR
VIR M TR . DR, M TTURL, DA Zd 3443
TSR ECH 0 9 T R A5 B, AR B [J AR 2 [R17E R0 25 175 117
S AGRI DGR Ty T 26 5 o KA 58 EL A TR B 0 W P A A
KIMEE, A REM L L BAT WA T A EdE

BT FHEWHT I S0 RAE . PEns e i %
HIEH TETFIRMEET . B S ERIRIER Pz
3. BARFEFIIER SR A E B TR EE S R
TR, KPRy RERET FHEESL . WIFI, GPS%
{58 AT A R AT FAIL5ERE 00 S B

ET AT A BB IAE . AR A A B T
IO P AT, BHSVM, SMOSFFIAIEAT B A
IR &, K aBReE 2 — M aFrEdEsE, H Rt
BRI R MK RELH2.3RGE FH AT —K
B REN A, IR ARFHE S Giatr, BEUCFA
APV AL, (HEFERL, FEZERENARE
B, M017TERTHMEN Z RS0 4h, XN B G &8t
TIAERBRE . S5 E N AMAEREE I E LT A 2 3RBAIL5
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3 HUEFREFNALIE (Data collection and parsing)
3.1 HiERE

WITHTMLS JUTE , 6] 5 E 5 <htm1>5T R N
eventListener, WiWr =17 HF{F. MBS F, XEmMHEL
R, B issh i rE, RiARas. MR (touchstart),
fil A B (touchmove) B4 H (touChehd)y, 545 1 AR 1k
(deviceorientation) i £ %% 3/ (dewicemetion)

(1)fl -, FEHTMLSSUE B ik = 2 il Fevent
J5, T PAEITevent. touches[n]FRE i Touch X 52 44 1 i 5 20
TouchList, HAnFaRmrysis : HHH—Touchif LA
KMl BHEZATIMBSEHFNT, TouchListih & 77 i#
ZATouch* 4,

T EERER)Z, TouchX R AT VAL A =Ff: touches,
targetTouchesflichangedTouches, changedTouches%}4
TSR R BRI — IR R A R R 5 5 (5 R, 91 (] B A T AR
FHefsEbeR, RS —R_F4E, AB2X M touchmove
FFhchangedTouchesit R 2475 &4 T Hah il A5 B
F—J71E, targetTouchesXi g i o G F5 HET B b fill =
PER, TIWHNERGRET A, EE— a2
PIRFELER] — A domIT RN, BIaN, FHREH FMEHA, Z
JErsshE# B L, A4 MtargetTouchesH L BE LS 45 HIAXT
MEfEE R, BB B ERIN 29k ZH , Titouches
NRF AU R WEG, BilR4aREEams,

Wl E RS KEL, WSS RS SRR —1dom
TLEN.

g A BT, changedTouchesid 1 H 7 2 ¢ A
JSRASE RSG5, MitargetTouchesid fl T H AR5 X vk 1
ANdom TR FA L, MRA T ZXT A HTML T A fil
FPIRSHORRSEIE %, Ik GE A 1) 2touchesXf 4, M
touchesXF R JEMEH, FATA ASRAFHE B . Ml mB Ak |
i S5 B E R

() i A S, ZEHTMLS T b 3eis 4%/ i g
I, AT AR R T RS B M T 2SR X,y
ARRF R,
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3.2 HiEALIE
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PR BRI R AT 3 i J 0 R ik A% Bl S A 4 AR AR
ZERR AR IRI 22, V5 6 I 0 T 4R T Bl B, X T e i
1B, BB RO,

() %8s s

— AL AR, Plin—k g, T EmE R R
DI, ARMEVE R By AR ARYE . T — R IERAE, fla—A
FERE S5 AR IR B 24wt . W EhIRIER AL G, g
R ZMER. B, RN EEERNFOAENBA
B, TR AR D) B .

WE—AT Pk, FEREMAEEEf, MBEEA =R,
Rl 5 4 (touchstart) . filli#% 3l (touchmove), il 545 H
(touchend), —¥ AT HAE R S MEBITF 46 il B 45 )7
AN, M— KT RES M. Mg, Kk
TEENZ B BB A S Fh . 43 )7 B SR —Zktouchend
Frig, )5 #Rtouchstart i, I HLEH A FF Y R 222 1
KT BOERBIER, GHRKT N5 F . FtouchstartZ w/if i fir
AiCRA N (extend) #2411 Fr, H-E7E (append)—~# s Wl
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B FTE TSRS N 24 w0 1 23R, BB T A EAE, '
FITCEE] T — " touchstarty ik, iRt AE AT O BSR40
T
function slice(events, time_gap = 1000);
function do_slice(events):
i=0
# #F—touchend {4
while i < len(events) and is_not_
touchend(eventsli]) :
i+=1
# AR fEHEIE A touchend T, Z55i#IH
if i >= len(events):
return
end = events[i]
# 4kZH N —touchstartF{f:
while i < len(events) and is_not_touch_
start(events[i]) :
i+=1
# WRJETH A touchstart, fhaiRfF— 10
Fr, HHEEHEIH
if i >= len(events):
extend_slice(slices, events)
return
start = eventd[i]
# FF|touchendFltouchstart, FLI Wt A2
if time_diff(end, start) < time_gap:
extend_slice(slices, events[: il)
else:
new_slice(slices, events[wil)
# RHRE AR F AR T — I
do_slice(events[i: )
slices = []
do_slice(events)
return slices
(4)FiEFE TS
SR EEAE, B— RV ARR AT, ERE
W —FFRR— DFEAERE, BRI BE, Wadx, y. Zil
IS, B—iTRA—MlEEF, BREK, AFgRE
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SR 2 TR BE 2 > A SR gy A RE AR 2 B A 5] 1) 4
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Tab.1 Input features
FEAIE Bhin il
FUERMAER, v, 2) (18.1, 1.6, 38.3)
FHESIMHEE R, y, 2) (0.2, 2.8, 9.4)
FHASIMHEE e, v, 2) (0.2, 0.3, 0.2)
FHUEH AHEE(x, y, 2) (3.6, —0.1, 2.5)

il 45 4.36
P SME E R (e, y) (31.16, 26)
2 T AP AR [E flh f BE 32
WEHEE (x, p) (0.00793, —0.37301)
fil s AR (e, p) (221.5, 369)
A i ) 22 (2 D) 42
J275 Mtouchstart 0
275 Atouchmove 1
275 Htouchend 0
YIRFS 1
&S 2

4 IR (Model design)
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Fig.1 Structure of CNN
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5 SLI§(Experiment)
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Fig.2 Data collection page
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Model Accuracy
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Fig.3 Accuracy curve
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Fig.4 AUC curve
i A BEA T, 1 S He A — MR AR By Ak B AR
HIPIAS N SAREAS e, it SR B &, FTAE ],
T B 2 M AREAS, BRI RRORR S, fWidipJ LT
HRAEOBT AT s X B A MR g AREAS, BERLR 7 2RRCR R 22
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BOEREAR,
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Fig.5 Prediction on negative samples

Bo xF EAFA 89 TR 2R
Fig.6, Prediction on positive samples

6 ZEit(Conclusion)
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