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Abstract: This paper proposes a digital authentication system (CA/PKI, Certificate Authority/Public Key

Infrastructure) based on blockchain. The data persistence of this system depends on decentralized characteristics of

blockchain. It is more reliable than single-point deployment of PKI system, and the operation and maintenance is easier

than that of the cluster deployment. This system inherits the characteristics of blockchain that cannot be compromised.

This solution can issue, verify, and revoke key certificates to realize data storage certificates, facilitate the exchange

of data, and ensure that traces are kept throughout the process. The above features make the system easy to implement

private deployment, taking into account the cost and security, and it is highly expected to be available in enterprises

and e-commerce areas.
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Fig.1 System roles and use case

23 ZRFig

KREEATEZ ORI EE, ROuEE T MK it 6
B XTS5 W 459547, &5 o 0] AT B Bk pa A A 66 i i —
Pk ZFh, % PAMaster/Slavetizt T./E, MasterSZfi 7
s AbSlave, DAERAERESLHIEF ., 7T RAR 25 K
FIOHAEN F, FHIR )Y B R R AR X 52 4 0] DAFE 43 i) i
BURRECEGEUR s DLUE N T3 220 B, CSRERVE, & 2438 i WAk A
AR R FE, FIRBELR, & i el LS —
M T RZATIEAN
3 JEHEIE(Certificate management)
3.1 EREXRIEK

Tl PR R EBE S a0, Zahe— 1K
Yes bl B il izt i 9 AL 80 . R P TR B AT A KR
BBV, ARXEH. A E E A SEVA A X
HERBALE,

TEFAE REE S G, I AMIIECSRIUH, HIEHCSR
XA E—XEH, RRPEARPREITRE, REEST. B
IERRAE 4L, EERAFR. BRMX, BB E KA

WS B AL B M2, CSRICME 2 LR L B #E =0,
OpenSSL% T B 7] PAIER (552 s Bk TAE, H2METH
BrbxT B BRI AN EERE ), % EF|Postal AddressTEriE
WINE, WL ZTFEBEMA P Kk, st CSREH
PRI X B RER, BIEAH. IEBNAERETFE4
BT AL B CSRUHE,

3.2 MbEEE

P PR CSR &k 2545 WAE A, 45 AE A B 5Ext CSR 3L
PEHEATTRAE, AIE A 2 138 13 Paxos/Raft&s — S By,
FHGIE S RV . AR WAE AR BUE B B AR, W
B EUsAE BARE, ATAEBEEIZCSR, WR ILIE Y
FE T, WFEZE2—0 WUE A 757 & i CSR_F&51E
K. HIZAFTARCSRIIBAST T, o7 Tl X gkt
MY, SEILCSREGE Ak,

FLIER Bt RN, WL AET WAL B B 5E R T
CSRAYME B, H4E batE i B4 K2 B LIE N A iE al—
H, CSRL%E, WIF A\ HFEW LHNERTES, I
BN CSR A MAT L Bk Az, e 7 X HesE b2
GARFF, PLIE S ERCR T KSR, B5e7E IR
RIS —3), 8% T CSR 4% )5 78 S R 25 B Wy B A2 40 1
B AT REE, A T AL E S X EREEE IR . DLIE N RO REREFR
A DABEAR[A]—CSR, iR R WAE N ERIRAT, REHILIELE
] DA TR CSR LB B4, _E#E RIS Peba TLRU CSR
D EE SRR, 248 H T ULIES RR R A

T %

L WEAA -
| L
WEAS  WEAC
| P l
£ L
v J
]( e [

B2 AL 42 64 B A B

Fig.2 The sequence diagram of the witness process
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function sign(uint csrld) public isWitness {

CSR storage csr = csrs[csrld]s

csr.count++;
if( csr.count >= MIN_SIGNATURES ) {

emit CRT(csrld);
deleteCsrs(csrld);
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Fig.3 The sequence diagram of the certificate issuance
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