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Abstract: Due to the low accuracy, weak generality, slow convergence and easily falling into local optimum of the

existing intrusion detection system (IDS), an intrusion detection model based on PCA (Principal Component Analysis) and

BP multilayer perceptron neural network is proposed. In this model, data preprocessing and dimension reduction are firstly

conducted. Then, the PCA-MLP model is used for training and accuracy is tested. Finally, the performance of the classifier is

optimized. The simulation results show that the model can improve the accuracy of intrusion detection system and has strong

generality.

Keywords: intrusion detection; principal component analysis; neural network; PCA-MLP model

1 5| = (Introduction)

W& 2FkE BRI 2SR, BE2017412H KREEH
BRI P 23R7. 7242, SR M &% A EmlGE E RPN, i
LA Sfe T 5 A% 1 T I ) 1 0% 42 42l ol BE AL 7E [ 25 19, 43
“TERNET MEE, “BENT FF,  “WannaCry#&
WEET FSE. 20144F2H27H, Mg e MaiT /N
BAE, 201746 A1H (e N RILFIE M 2522 4vk) T iaT
11, WAEMEZEMEAEREZE, EHMEZETR EJt
) FE R B =

MMERI &4t (Intrusion  Detection System, f&#RIDS)

& — e & IR AT B % i A i R R SR I S B A i
W 2% 2 A A%, B AT DAKT I 45 A% S AT BB O, 2 iy
ZIRHIE IE A", BB ) FITR B2 ST BT R AR T IR
A AATR BN T R 5 AT AR A 53 2 R ) 45 22
G R HE . SCI2HR B T A TPCAFISVM(Support
Vector Machines) i ARIMFE, ERHXAHIBHFEH
WER SRR, SCHRIBIER T WG AN DU 0y, S PR AR
dERE, TG I A B MENME R, Wi 2RI E S HOR R
RORFNMERR 2 . SCIRI4138 2 X B5Ha 5 A e 4E FIAUE 1S TE 32
T—FPCA—BPHIZ M 45 AR T, BHE T BP#l £ 25



23557

X BT R TR 2 2 I LA 42 R 28 5 AR A T VAT 1

SR EER R s, R TR, BRILZ AL, gL
. MAEMsg . K-meansHik, FE/RA] R G ALH
TARKN

AR SCHE Y BT FE R A BRI 22 2 B 22 ) 2%
AR, E SR BR AT UL B, AR5 A FE R
OIMTRARSEAT RS, M A AR, 5 i i S IR IR
TIZBRRHERRE,

2 FE 4% 5 #r(Principal component analysis)

TR LR Z BT, e Mm T2 H
PEAT IR YL, FR4ER—FPBLGT KR, TEORIEE A BE AR &
AEREIRT, AR AR, & AR ARG 5
fH5rf#(SVD), BHFHT(FA). EBA 2T (PCA)SE, AR
HPCARARIATIRAERRAE, HEMRTE “FE” SRR/
R, REEgEm R BI04, AmBEvMTEE, A
B FERT MR AEARTERE D 0 ERSE T £, T E
K, MIFEAAEZRFAE b 22 5t R i R A A
= BB

(DARHEAL AL FRE R SE

Q)T EAREAHE A K RBUERE,

(3)THFAAH % 2 B8R I A R AL (B AT L P AR AIE 1) 8

(TR, H5 0 FRRER,

TR AR DAS RIS ERy, B ERU BT A
SRR . AR T RS 1 B TR EE M T U TR A
TTRRFBR Y Lo, TTERR R A T 0 2 5 A
TR L E, TR, % T R A AR B
EGE,

(SIH LR HERE

IR AR AR, R A E ks, T
DA T 00 T & AME A B RO . B R SRR AR R
3 ZEREYMEHEZRLE (Multilayer perceptron

neural network)

Keras2 fPythongi 5 1y i T Tensorflow B 24 > HE
2, {5 TR HESE R DAL 8 2 2 B Lk 22 9 2% (MLP),, {8
I Kerasti @M Z M 45 H AN B TR EE hld— R 12
FTE XA 2, W25 11 25— J2 W0 B 58 SCTUH fan A ZEHC,
i 3 R BOE R E T A AR L, Aisigmoid . relufEi
TGERE 5 Dok 2%, MR I Kerasiy it & 7% 4 i o] AT
s, FRGRE —SS8, H=LIIGML, HERE
VA VI R HR 4R o 5 Mo 1) 52 1) A% B SRE3200 0 28 R AT 1
A5 72 G 198 ) 1) 1 14 010 A S DA S 48 2K R ROk AT 04K
SV TN 2, 4 0T ) B0 B R PR At A 22 0 5% 174 5
PERE. PR REEURE S PN B a4 vh i A HE X A 451 2R
B, VARHERSHY ik 46 22 i H A F AR

4 BETERSHINEEBRMYLEEZENEINE
#iM[4Z B (Intrusion detection model based on
principal component analysis and multilayer
perceptron neural network)

FET TR o BT AN 22 2 SR 22 0 2% 1) A AR, T A2 2
(PCA—-MLP), HPE1fR, SR e B a2, fian
R AR B AT A U T AL A — AL BRI B A AL BE
PASESEAT VRS . 985 M 2 B3 20 A 35 6 1 0 At R ) s
o TR I HEAT 2, DABRAIE T B8 I R 0 i R Ak 7E 7] —
AE BEREIEW AR PCA-MLPE R 72k, If
AL E FrTatn, REEYHERZE, Z5NHPCA-MLPH
ZRETERE.

Vg B i Mw#;ﬂﬁ
= TR 5 e
w2 | [pan ) D PCARR [ T

|| smtspmpma
0 $

L wmtwmmzersy. 2w
B1 AT ER> M A0 % BB S bLib 22 ) 4 69 NAZ A ) AL 7Y

Fig.1 Intrusion detection model based on principal component

analysis and multilayer perceptron neural network
5 AR5 S5 (Experimental results and
analysis)
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Tab.1 Distribution of attack types in data set

Tpyes Train Set Test Set Train Set(%) Test Set(%)

Normal 97278 60593 19.69 19.48
DOS 391458 229853 79.24 73.91
R2L 1126 16189 0.23 5.20
Probe 4107 4166 0.83 1.34
U2R 52 228 0.01 0.07
Total 494021 311029 100 100
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Fig.2 Correlation matrix of training set and test set
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Fig.3 Dimension reduction process
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Fig.4 Chart of accuracy rate and loss rate on training set
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Tab.2 Comparison of accuracy of common optimizers

AL RYAEGHR () TRAIR A ()
Rmsprop 97.02 6.52

Adam 98.53 1.07
Adagrad 98.19 3.08
Adadelta 97.27 4.51
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