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Abstract: The cyber range of colleges and universities is required to provide a wealth of simulation equipment;
simulate the virtual and real interconnected experimental network environment of multiple levels and sub domains at the
same time; support authorized users to carry out experiments, tests and competitions in this environment; and support large-
scale application security training scenario simulation. This paper conducts network topology design, node simulation and
environment construction, and drives cyber range in three dimensions according to the teaching and scientific research
requirements of colleges and universities. These requirements are related to modules used in classrooms, safety challenges
of customized schedules, and dynamic practices of teams, so to satisfy teaching and scientific research requirements in the
construction of cyber range in colleges and universities.
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Tab.1 Function modules of cyber range in colleges and

universities
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Fig.1 Cyber range system architecture
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Tab.2 Four levels of the experiment module
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Tab.3 Five thematic categories of security challenges
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Tab.4 Dynamic training content based on team
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