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Abstract: As exposure to cyber threats is getting wider and more prevalent, it becomes a major challenge to develop

new tools to improve cyber defense. The most important issue in cyber defense is staff training, and cyber ranges are used

for this purpose. A cyber range is a virtual environment used for training and competition. This paper defines a customized

network environment with VDSL (Virtual Scenarios Descriptive Language) language and implements a framework allowing

to convert the cyber range scenarios into Prism models. In this way, the quantitative analysis of training and competition

results can be carried out and the framework can be continuously optimized.
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Fig.3 Example of scenario
3 tHX#E AR (Relevant technologies)
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Fig.9 SQL injection attack
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13 module Pc_1
Pe_1_infected:bool init false;
[IPc_1_injected=alse & Budget>=10 -> (Pc_1_ injected=true);
[Pc_3 scan] Pc_3_connected _to_network_Laboratory=true & Pc_1_injected=true -> L:true;
[Pc_2_scan] Pc_2_connected_to_network_Laboratory=true & Pc_1_injected=true -> 1:true;
[Pc_4_scan] Pc_4_connected_to_network_Laboratory=true & Pc_1_injected=true -> 1:true;

endmodule
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