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Abstract:Malicious pop-up advertisements are imposed on users. These advertisements bring huge benefits to the
publishers, but seriously affect user experience, infringe on user rights and interests, and also bring many security risks. The
malicious pop-up advertisements attack detection system uses C/S (Client/Server) architecture. The server uses Naive Bayes
algorithm to generate and update training results based on the training set, and uses the training results to classify and predict
the pop-up screenshot text sent by the client. The client includes three modules: basic interception, screenshot interception,
and active interception. The active interception module uses OCR (Optical Character Recognition) technology to convert
the suspicious pop-up screenshot into text, and then transmits this text to the server. The server loads the training results
generated by the previous training set. The naive Bayesian algorithm is used to obtain the prediction result of this text, and
the client determines whether to block the pop-up window according to the prediction result. The system implements the
intelligent identification and interception of the pop-up window, with convenient configuration and user-friendly interface.
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Fig.1 Text prediction flowchart
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Fig.2 Active interception flowchart
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Fig.3 Prediction of pop—up screenshot content by server
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Fig.4 Malicious pop—up advertisements blocked
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