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Abstract:This paper proposes a new identity authentication scheme against shoulder surfing by designing and

implementing an intelligent unlocking system which conducts double authentication with the user's password and the

pressure value based on keys.Therefore,this system can effectively protect the security of mobile devices.Furthermore,with

the development of new pressure-sensing screen technology,this scheme can be transplanted to other devices with pressure

sensing functions such as mobile phones,which further expands the application scope of the system.

Keywords:mobile devices;identity authentication;shoulder surfing;pressure characteristics

1 5|5 (Introduction)

€2017—20264F H [ 4 AEF AL T 47 (45 75 10000 K 3 9% s
WAy aArdei, BEEAEFIE LR O EiE58%, H
o, GREREFUY T A ik 783.2%, HREFHCA
B AAREUE B EELEE . FAUERN A P ik BuE
BMEZRTH, 67T KRENRALEE, X800 iR 0
REFHEN NGB LR G W= 5 . anfar B 1k
FHLHEURAE Bt EE Bk B R s

LR T LR R AAEOE SR A 0 R B iAE, %
SR IE T RE R E T HIRE, WIOSARSAPINMEIIEY
EMEERGENILE R EREBEINEY R, XFPUGEEMR
WE55, Mo v DA S AL b 0 v 1 5% BR 4 A R
FE . WREAN A SR A A A ) L R

Fe WL B GIEL & RSk B A B E N E# . E
e — ML ETIEHMNEEFE, R hshoulder surfing,
it e TSR RIRBUE B k. M P&k R gt

i AN BT AN AL A, o i S v U2 2
FEHBEEmE", DRI AT A I R (A 2
HRIBE), ] RN 14 7 R (G e — o B e
KL RE ) A LB, BECBLX R AR, B N T EAT A
FeARFRE, TR B L5 57 3 1 A S R B A AR K
UL, X R SRR . FEPOSHL LMy, Hhdk I A
FAHRYFE NSNS EGENEH . FUHP RS, &
SR ISR ] R

R CFF & — sk M b R . (o4 S 22 Ak v 9 T DA Ik
JBEINIE T Rt IE R A IS X
2 IAK4r 4T (Status analysis)

LG5 10 B PR BB AR L4 B An IR AR B g . JTE
W), TEM ML HEMEERZ B, B AR s
B BB A RAE GRS E W, AP — BRSP4
MBI SEAR RN, A RIE S ANE, AR, &
HIAE S AP RSRR, 2R R G R,



26 TR

20204F4 H

B 1 45T AU X

Fig.1 Traditional mobile phone unlocking method
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Fig.2 Biometric unlocking method
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Fig.3 System hardware diagram
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Fig.4 Actual photo of quark primary control module
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Fig.5 Actual photo of quark signal module
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Fig.6 Actual photo of quark display mocdule
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4 RFZEE{HFIEIT(System software design)
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Fig.7 System software flow chart
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Fig.8 Password verification flowchart
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Fig.10 Actual appearance of the system
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Tab.1 Record of pressure test results
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