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Abstract:This paper analyses the current situation of information security personnel training and skills training

environment in colleges. Through the analysis of the operation principle and function characteristics of KVM virtualization

and SDN virtual network,this paper combines information security training exercise with virtualization technology to provide

a highly simulated attack and defense environment for colleges and universities,which optimizes the virtual scheduling and

operation,and makes the full use of computing resources in colleges.Then high loading pressure test is used to verify the

actual effect of the optimization technology.
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Fig.1 The logic framework of the KVM
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<network>
<name>default</name>
<uuid>06fc05f7—7404—49f5-92ec—51d2519fb41d</
uuid>
<bridge name="virbr0" />
<mac address='52:54:00:27:B7:90' />
<forward/>

<ip address="192.168.122.1"
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netmask="255.255.255.0">
<dhcp>
<range start="192.168.122.2"
end="192.168.122.254" />
</dhcp>
</ip>

</network>
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Fig.3 The multi—level VPC schema
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Fig.4 The frame diagram of the attack and defense

training subsystem
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<guacd

data:ng—init="display={ width:100%, fitTo:

}s viewOnly=false; trueColor=true; states=[];

'scale' };

path="'websockify "
data:style="{ margin: '5px 0 0 0'}"
data:view—only="false"
data:true—color="trueColor"
data:display="display"
data:host="R55imHIP"
data:port=" k%% itsocket 71"
data:path="9token=FsTY6VOQH;KC3LZU"
data :is—connected="connected"
data:states="states"
>

</guacd>
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Fig.5 The functional modules of managerial subsystem
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def generate_cloudhost_image(self,template,
vmname):
cmd=(]

cmd. append('gemu—img')
cmd. append('create')
cmd.append('—b")
cmd.append(self.template_path+template+
".img')
cmd. append('—f')
cmd. append('gcow?2')
cmd. append(self.cloudhost.path+vmname+
".img"')
print ' '.join(cmd)
subprocess. call(cmd)
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Fig.6 The functional modules of training courses
management
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def get_cpu(interval=1);
return (str(psutil.cpu_percent(interval)))
def get_memory():
phymem=psutil. phymem_usage()
buffers=getattr(psutil, 'phymem_buffers',
lambda: 0)()
cached=getattr(psutil,
lambda: 0)()
used=phymem.total—(phymem.free+buffers+

'cached_phymem',

cached)
line="%5s%%" % (
phymem. percent

)

return phymem.percent
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Fig.7 The functional modules of training monitor
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