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Software Fault-Tolerance Techniques Research for Air-to-Air Missile Control Software
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Abstract: With the development of near-space vehicle,the combat airspace of air-to-air missile is also extended to the

ultra-high airspace.Therefore the design of air-to-air missile needs to consider the transient fault of the computer system

caused by high-energy particles.From the point of software protection,this paper proposes a software data-flow reinforcement

method based on redundant backup and checksum.The experimental results show that the algorithm has the advantages of

good protection against transient faults caused by single event upset,and has the advantages of good universality and easy

transplantation.
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1 5| = (Introduction)

VAR RG2S [H] RATRE I R BRI, 22 3 1E
2 A 5 B A A 0 4 2 e S s s ek R T
e 305 2 [ A vy 25 3 14 2 [ S BR B2 L 25 25 5 A% e A1 s 4
VERAE 2, FElESE PR, b7, P FERE TSR
RERL T RO AR ST SR BRI, X S 7 R T4 S R R A 14 A
SN RN IR BREEREL, XFARIRZ A
AL FE 1Y SR T80 (Single Event  Effects,SEE), H/i&
XCA] 43 h BoRL T B (Single Event Upset, SEU), FhTH
#i(Single Event Latchup, SEL)HIUk T8 (Single Event
Burnout, SEB), WRZZSMAZTIHIERK, FEEEXL
M, TS sS SR TARR IR, — MRS KA BORL T
SRR TR, TR TE B A R A2 BN T B e R
TES U BB R S OAE , BRSO 0 R B B IR S AE O FD
LZ [ REAR , IX R AR T8 LR AS I, S R L) IE 3

B17,
H BT, E SRS B 4 5 T W] 43 R B A BT 4P RN R A
P, WECERTI T A SRR RO R 5 R
TURSRAR, WHEGP AR ITAY. Z248Y, HET
RUERR, I, B A 2 2 ST T
B I 7 R A T AT 0 R B B A, AE R T
B2 EOR A B B R

AR SCMER A B £ FE T BRURL TR0, 5 | 7 1 W A e 1 87 4
PURIHEATIFSE, SR T —FhEE T TU A & 1 BRS04 4
PEFHNE 5 ¥ (Backups—Check  Software Error Detection
and Recovery, BSEDR), WJ%f7Zs%s i AL KB RY
o ARG HEAT DI SE B, 2% AR T RE 4 4 B R
ke, BANL . 5 TR AIER A
2 R%i% it (System design)
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Fig.1 Software data—flow error recovery processing
mechanism flow chart
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VR, SRR B A SR A R A T BN [ ) B AR B ID
P TUAR 2S5, R R BUE IR T 7 A A TC AR |, o
Rz 78 i i is A TE R AT =5 T A, TEREE L B
BEHATIZ A S E BT, RHREE AR B 5% ST
RARIATX I, WA —BOWRPIR KSR, I E A
— BN RIS O A, X R AR RN RS 2
B R EER =R ERREE TSR TR, =
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Modified Code

Original-Code

x1=x2+x3; x2'=x2;
x2"'=x2;
yl=x1; x3'=x3;
x3"=x3;
Xx1=x2+x3;
x1'=x2'+x3’;
x1"=x2"+x3";

check(x1,x1’,x1”);
y1l=x1;

B2 = T4 J ik AR AL T )
Fig.2 The pseudo—code example of triple redundancy

algorithm
AR BREH R, PATECR LR, (HRAEEH
ST RERY TR &, [R5 T R 0 A 2% R 8 A
BORAITERETT 4, X BT IR 29BN A i =5 5 e o R
KU AE
A SR P AT IO AR B 03 B 0 A 1 e i U 1
TR ERET A ISR, FIHARNITR SO KK

o7 B T B AT A 30 SR o 1 7 ¥k TR B 00 St A )
FEARRE T AL, BE AL TR

(1)1 e Xt F—8 7 M Gt b i 5 B2 I [ A P A &
Vie VooV IR IR A AT &5 40, AR AR B Bl 4% v, _backup,
v,_backup---v,_backup,

QXA A FEMEWRT &Y, vy v, K
TEM, ERAEZENEsum, %A A& R 4v,_backup,
v,_backup-+-v,_backup#fTZ I, AR & &4 2 hlfEsum_
backup,

GVEZERY,, vy v, FR G| R EURAERT, XA RFETi
K, BD 5 H A4S Bv,_backup., v, backup---v,_backupit
(RO

(4)PAZS B v FEAT 260, anfAe i B A2 fE v 5 AR &
v,_backupBfEAR—2, WMz A& &R, AT T oI5
PRI TR

(a)%t be AR B B2 i sum f 45 & Gl 45 2 Al {H sum_backup,
TNEE — BN 2R B sum 28 SR EE R R AL, R BUE ]
15, WA T I E AR P&y, v, v, BIE5RE
PMEsumBEFTXF I, AR S5 R BAAE v R A AR U, v, B
HIER, FFZEEEFI T v, _backup, WMAEFERV,, v,
v, B2 IEE S 2 hEsum A~A—2, WFRAEEY, T ALK
2, ViEHER D, HERAKAE & R4, backupHELE IE
fify, 522 & EIA Y, _backup B IEEUEE R TE R, [
it A8 B sum K sum_backup Al E(E F 25 v, A9 1E B BUE AT
LIk

(b)hn 574 & BN fEsum K48 & |l 4 2 hil{E sum_backupt
X HA—F, MK sumsksum_backup%& L T84k, K By
BRFPARY,, v, v, BE S5 R R MEsum, RAEEE Ay, _
backup. v, backup-v,_backupZfill j5 5 8 A% & i 5 h{E
sum_backup#47% , B SERIE Isum ElE, BEE
BB,

(5) ke I 21| 4% & 5 HAR B B ARUE— B, THI i As &
ToMU Az, ARSEIAT G SRR P 2P B

(OBFARY,, v, v, EHRERE, 15000 R4 &
v,_backup, v,_backup---v,_backup{E #4758 #, [FH}HHZR
TNAS Fksum K H Il A< 2 Ar Frsum_backupfy$K1E .,
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Fig.3 The algorithm principle block diagram
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3 JREEHFZE(Research and experiment)

B A T B IR OR FEATIER , A T 5 UEA ST
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Fig.4 The pseudo—code example
AR RBfT s R mES R, NETHRW AN, 15
FEF = AN RESAT A SR A, =58 1 0 348 4 i il
IRRIIRA, FRIEREAT T A I AL (YRR

¥ C:\Windows\system32\cmd.exe

[EET %

B5 A2 AT 45 R
Fig.5 The result of program

4 #5i#(Conclusion)
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S
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