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ELK-based BIND Massive Log Analysis and User
Behavior Situation Awareness Research
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( 1.School of Information Technology,Henan University of Traditional Chinese Medicine,Zhengzhou 450046,China;
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Abstract:In the environment of large-scale application of Internet,how to effectively analyze what websites users like
to visit,what they like to do on the Internet,and what websites users like to brows is an important content of user behavior
analysis.DNS,as a domain name resolution service,is an important guarantee for Internet business communication. Almost
all Internet business access and operation can not be separated from DNS support. Therefore,through the whole process of
collection,cleaning and storage of DNS massive logs,combined with elk platform and business analysis model,this paper
makes DNS log analysis results visible and clear.Let users understand the operational trend of Internet business access,and
also intuitively show the actual access situation of users,and finally achieve the situation awareness of user behavior.
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1 5| = (Introduction)
PR TR BB H a5k, B PR, 543k

X8 H SRR SR S U AT AR

Crp LI P 25 AR DL G T AR ) P i, B 20184F12
A, MRS . 2912, EFF M RS65377, HIKFE K&
HRAS9.6%, FIRTHECFIA T RS, s thiRd, W
20184121, FEE A BE0CN3792.8T7 4, Hr, “.CN”
A SBCR2124. 3074, FEIRA BACT 5 156, 0%,

144 i 45 DNSSE Bk 44 5 TPtk 2 [R5, JL-FFT A
BRI Y B IE # s T # B AR JFDNSHY S FF . DNS@ 2Rk E.
R 55 B 22, 2 HLHR PE A5 Y B B AR o, o A ol S0

fE, 3% RG MRS ik . BRI 4 . 34 RS kRt
BEREHEE, BUWEAEHEANRGRESIRSHERIL, Sk
14 IR 45 1 R ) S TR,

AR SCHEFELK X BINDf & H BT8R i, 58l
HR45 & I R P AT A R RS BN i SR
2 BINDHE(BIND log)
2.1 BINDHZERE

HEBAEN T, BINDILHEEES# /var/log/
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messages {1, TiX e HEHERIER N, THEAERF
3. XM, PARJ"ERERNHEEE, RGFEFEMICER
Fais T A, AP BATECE H ST IERNE,

ASCHETBIND OZEATDNSHzSF 5L, H H AR B #AF
BN R, %ﬁélﬂﬂi%DNStuﬂ%ﬁ@*ﬁ%ﬂ&%%&ﬂﬁiﬁﬁt
o, BAERCE S “logging” ifAIRE TR ERY H
LR ER,

(D# AT

BIND H & fe & i F AR LU, R 1R,

%=1 BINDHE®AARIE
Tab.l Common terms for BIND logs

Wi, HEHEHKTR, Wsyslog(REHEITTE).
) . stderr(bruERR A ) B/dev/null(Z)

K5, HEME BN, WEZNS 5 hdefault(BRIL) .
general (RIHIA4r25). client(& i >K) . config(fl & 3L 4>
#r). database(PN#PEIEZENS). dnssec(DNSSECZ A i [ ) |

category lame—servers(&ZHEFIRIZA), network(M£&#4E), notify (525X
AF @A), queries(F ] H 7). resolver(GIA#EH#]). security(GA
T /4EINAT 935 3K) . update(ZhASE R F (), xfer—in(fR5541I X
W) xfer—out(IR 528 I % 3%)

file(3CA 3L

channel

module BB, FEAE I B AR IRAS HLA FR
facility %4, RUISyslogik &k

severity JEEME, HERTCEMEER, SR EERGRR, 5
critical, error, warning, notice, info, debug, dynamic

(2) HEE AR
BINDH#Ylogging H & iEIAME T FR.
logging {

channel channel_name {
iE

file log_file [versions number

Em

/ /S

| unlimited] [size

sizespec]; | syslog optional_facility; | null; | stderr;
//E S
severity log_severity ; / /R SCIH R B

/ /ST N [] A 28
S U I B

[print—time boolean:]

[print—severity boolean; ]
GIE

[print—category boolean;] B B2 54
GIE

bs
category category_name {

channel_name;

s
s

(3)DNS H e B
A ER L HDNSE M A AL E WA AT ESR, H
RSO ATT Br R .

OREMSIRIIF AP H &, PASCARSCPE 7 A7 i

@ USRI/ NHATRR®, ANRETCBRAEGE, IR E LR
AR

Ot H EH LRI B a], JHE =, %
NAETE,

logging {

channel query{
//BEMAE

file "log/query.log" versions 9 size 32m;
// B G

severity info;

print—category yes;

print—severity yes;

print—time yes;

} 3

category default {null;};

category queries {query; | ;

category network {null;};

category client {null;};

category general {null;};

fs
2.2 BINDH EfEix

#EDNSHR4 28 “/log/query.log” #if) H &0

fF, KBDNS—&ZEM HEW T A, BIEH&EE IR
BT A F B & ANR2FTR .
08—Aug—2019 04:05:10.009 queries: info: client

10.10.3.234# 64345 (vip.wps.cn): view openlabs: query:
vip.wps.cn IN A + (10.10.3.70)
=2 EWHEEBRICRFED
Tab.2 Query log message record split

TR ]
08—Aug—2019 DNS# i H & RBURHC R BRI ], X0 H-H -4
04:05:10.009 B2 43 b
queries HEMHEXR N ERNHERE
info HEMHEEH N “info(HE) 7

client 10.10.3.234 Kl REM A & S imbdl

64345 R SR AR TR ) B P b i 1

KRR S RAT R P ok AR . — DNSHRS 2%
A E X ZAview(lLE) , FAviewd ] E L —E £
Azone(PKIg) . B view lIRITE —H % F i, £4
view N A BE TN Al — A K IIEAT AT, AR AR
DASARATT FPE S

view oepnlabs

query: vip.wps.cn EIAIEAZ 05

IN A Eai AR &S]
+ R E THIAER, R+, BH—
(10.10.3.70) PEFTIA4% A IUDNS AR 45 2% i ik




23551

e s B TELKABINDIHESR H A5 M AT S SR 37

2.3 BINDHEHEE

Filebeat/g— it 0 RES, HTHAMILEHE
530k, ARSCHE T2 RS HEATBIND H B 8dE R BUT % 5
Logstash /I 5 # H 47 H SEURACH, HARIEERRI TR,

(DIREE 24

R Filebeat & al @ i B M M AL (https: // www.
elastic.co/cn/downloads/beats/filebeat) HEHFAH N A AT
THE. FTERERENERAE, BCEBIDNSHIRS t, HiEd
PATR fir il T 22535

H# tar—zxvf filebeat—7.3.0—-linux—x86_64.tar.gz

()M e e S

Pt AFilebeat B4 i H % T, X TFilebeatfit &L

“filebeat.yml” PEATHRIRAEEL, BLEAH H GRS

it Logstash ik 45 getbtit, EAECEATFRIR,

filebeat.inputs:
HHHELRR
HIT AR

—type: log
enabled: true
paths:

—/var/named/log/query*  H#H X {FEgE
fields:
document_type: dnslog  #E X HEXHFERTI

e, X &t

output.logstash:
hosts: ["10.10.2.231:5044"]
(3)PAT BB Filebeat
BCE AT G & ashFilebeat, HEAFap SN 7R,
/ /R B R R SRR S D )/ dev/mull 2 B4
IR SR AR IR T
# nohup. /filebeat—e—c filebeat.yml>/dev/null

1y H Logstash b il

2>&1 &

//BE AT i 4R

# nohup ./filebeat—e—c filebeat.yml > filebeat.log
&

3 HEHIEAIE(Log data processing)

LogstashfE N Elasicsearch?# f By SE B 5 dE R &£ 5 |28, A]
PAREE R B AR R IR RO, O EOE 21T A0 3 S it 3
Z P, Logstashf ¥ 4b 31 22 i Inputs(H T ML
PRIRRBEAE) . Filters(H AL SR &R an sk >0k . odl Ik A4
£§). Outputs(F T %ud i ) =7 4

tELogstashi) “config” HIRWAIEALE M “dns—
logstash.conf” #47 H %403, HE/EARE TR,

3.1 BEHERW
TE “dns—logstash.conf” Fg & X FIES Input Nz, A

THUCk B DNSHR 5 #3Filebeat £0if, BCE AN N FTR
input {
beats |{
port=>5044

j
32 HEHEERXK
FZARYE B 355 By & LT 1 e s AL AL, T
Grok = H & AN, R g SO A BN P 28 B T B SO
“filter” FEH, FLENEU IR,
filter {
if [fields][document_type]== "dnslog" {

/ /R W R T H & BeF 4y
grok {
match=>{ "message"'=>""(?2<dns_

time> . *)\s(?<dns_desc>\w#):\s(?<dns_level>\
wi): \sclient\s(?<client_ip>\d{1,3}\.\d{1,3}\.\
d{1.3}\.\d{1,3})#(?<client_port>\w#)\s\((?<dns_
domain>.*)\):\squery:\s(?<dns_domainl>.*?\s)
(7<dns_class>. #?\s)(?7<dns_type>. *?\s)(?<dns_info>.*?\
$I\((?<dns_ip>.*)\)"}

1
s

//DNS H @B [a]4% =1k
date {
match=>["dns_time" , "dd—MMM-yyyy
HH.:mm:ss.SSS"]
target=>"dns_time_local"
}
// FREZE P i TP R HUHD R A
geoip {
source=>"client_ip"
target=>"geoip"
database=>" /opt/logstash/vendor/
bundle/jruby/2.5.0/gems/logstash—filter—geoip—6.0.1—
java/vendor/GeoLite2—City .mmdb"
add_field=>["[geoip][coordinates]",
"%1{[geoip]llongitude]} "]
add_field=>["[geoipllcoordinates]",

"%{[geoip][latitude]} "]
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}
/X FBAR BRI, Ag R AL MR B
mutate {
convert=>>["[geoip]lcoordinates]", "float"]
remove_field=>["dns_domain1"]
strip=>>["dns_time", "dns_desc", "dns_

level", "client_ip","client_port","dns_domain", "dns_

class", "dns_type", "dns_info","dns_ip"]

)

}
3.3 HEHES
AR F BRHEATIR ATBVEAL I, R “filter” FE
e MAEE S “dns.tb” , BB WA TR,
ruby {
path=>"/opt/logstash/script/dns.rb"

remove_field=>["dns_time"]

—

FHIATEBEAL BRSO A B B NS B R R

[/ HT 2P AREEGH

dns_domain=Array.new

dns_domain=event.get("dns_domain").split('.")

event.set('dns_domain_ana_arr',dns_domain)

dns_domain_ana=""

for i in 1..dns_domain.length—1

dns_domain_ana +=dns_domain[i] +"."

end

event.set('dns_domain_ana',dns_domain_anal0. .dns_
domain_ana.length—2])
3.4 HEHEmL

W2 70 Logstash e & SCH R By, PR AL G
0 S oA i e B b, AT AT EDUL A R A S B R A IE
i, HECENEW TR,

output {

if [fields]l[document_typel== "dnslog" {

stdout { codec=>rubydebug }

}

}

R TR EALFE 5 BB % B Elasticsearch flR 45 g8 H, H
FCE WA TR,

output {

if [fields][document_typel== "dnslog" {
elasticsearch{
hosts=>"10.10.2.231.:9200"

index=>"dnslog"

1
S

YFDNSH & £ #| Elasticsearch R & 4, BT
Kibanaflg 4 #AT4E R, MELTR,

dnstie JocaL_arytay: 220 aqet.version: 7.3.0 agent type: filébeat aent hostrane: gt apbeneral 1 el

H1 DNSiZ B EXL 4w
Fig.1 DNS push log file display
4 S IEBIEES (Research on analysis model)
4.1 SrHTER
FTRERDNS H G $i 2544 H 25 S DNSYE I w] g1 2 4
FIPR H SR s,
#3 DNSH 1% A
Tab.3 DNS analysis model

522 SrTEE Pl by
1 H &SR G T et
2 ILSREA S BRIRIE
3 JEEARAT ) R G FoAf
4 MSTTPEGE T 44 £z
5 A VI G T S Fh
6 GRS 4 1 SR VT IR GE T HEAT 40T Ft
7 AR TPLE 437 e
8 X d i ) 2 Bk A Fht
9 TRV R PR X 24T Hil&l
10 RS R PR 20T W=
11 —4r8h B SR G AT Ei=ta
12 — RPN SR A [ERNES]
13 — A R YT B R G T FEIRE
14 ISV AL G AT Hrelal
15 TSR T ) & L ST AT ek
16 DNSH RS L7347 Prekla

4.2 HAESHTARML
{i# F Kibana AJ PR F5- 38 B2 H Rt 68 B 0 24
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w, FRAEFOERILE, BROCGERERITRR, Aot %F & PSR RIDNS s PIRAS . iR &% H &,

“DNSIE; &G4 R,
HEAEL R TRR,

O “WHA” #ERmd, Sd (eI
1), EFEATIALEACS TR

QEFE AL EIEHEIE N “dnslog”

QU “fFMEMm” T “XH” HIEANLE, LA “Date
Historgram” HEEGH . “dns_time_local” HFE. ¥E
“EB” A/ Nt (A] E] B

@ pEEMm “izty”
N, R (ﬁ%ﬁ]

2 K T AL A AR

Fbra] & A B 2 BACR, AE2Br
LSS AT AR E .

o |
- ‘l EER

‘EZ TAAL @#:J"iwﬂl
Fig.2 Visual icon rendering

5 ZFEANRFZE (Research on situational awareness)

BHBAE RS NS RE. SHEM. FREHHM
:/‘FJI‘E’L[‘”, X TDNSH &Mk UE, 43 BIHAIL A R 5

BOREFER . WA AXHE, R R 2T SR, i
k%%ﬁﬁ[ﬂ@ﬂﬁ?ﬁﬁﬁﬂﬁz@f?éL%\EI%H&%EE\ LR
AR, TRER PV RAT RS NES, BT BIND# & H &
FIZS HERAREZE AN E 3R

BINDHE
SERFBUIRR

A AS S I
0> K 25 56 3% -

-

2

ESHE R B FAER

B3 A FELK#BINDH |

Fig.3 ELK—based situation awareness framework for
BIND log analysis
1 FHEXRE
SHREFIFAT P EE TR, REBBAEGR .
o RO SR S A S N R B I W SR AT e . AL
Br. abE, RAMWBELKKEE & R By, @i

258 H AR, ELK- & n] P g I oF 347 £ 08 i 3
gy, TEVE. SR IR AT, S P AT RS SR
RO SR,
2 BBRIER
R AT R SE PRz ok, W DA — B SEH . ARkt
SHPMRIARR R, N4 &R W e S Sk, &
PHA 2 1 R HE AR R B 2 i B N2, BIEIDNS
WA RG T IRES . ERA U RAT hE Y, kR
PR AT S T
5.3 FHmM
FET XSS BR , XD NS 2 AT R R 1 & S ST
T, ARE SR U ), BE RS R R R S A 98 B I S
W RERPUETSENES, ST 5= 2
TEFEAT ST EE, 7] DARF DACE A S B 2 A
RIS BN kit S GOR N Ik G & i A L)
HZ A &8T5 AT 5, AT A5 ) He 8 7T 2 09 470 25 T i A
B, FEAIS AR Bl b, SR AL vk, W RAEE
— AR E SE B AR,
6 #4it(Conclusion)
HETFELKKEAE 177G S B BINDYG & H 251447,
T I SRR T, KRR THEEBIND H SR
W%, BERS BT EARDNSIR S 0BT ERe, TRA U
HEM AT RS, AR LT,
S E ik (References)
[1] 2 # K TDNS B & 548 E A KA E T 5 FIL[)] A8 %
J,2017,33(11):101-103.
2] B ZEBEM %458 F & (CNNIC) ERAFFH43k (PR E
B S KRR LSRR ) [R].2019.
[3] XL, R AR B ERAL B ERIESNE TR B
1.3+ AU R AT .,2016,33(02):335—338.
(4] AU, L EZ FP AT REBHERGT L RNER Bsy
()] B 5 AR RCE B K 2018(21):70—76.
[5] A, 2 F. K NEZASH B I F BIEREHRFR
J]- M %223 K5 5 A ,2019(07):60—62.
EEE T
A (1981-), 5, A%, Bl PR
TN, WebHiR.
% £(1994-), 5, AB, TR BFFTH0E .

TR %,

AR,





