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Abstract:JWT (JSON Web Token) authentication,as a server-side stateless authentication method,has been widely

used in distributed development.However,due to the characteristics of token information itself,the supported valid time is

fixed.When the user operation is not completed within the token valid time,the operation will be interrupted and the login

verification needs to be re-registered.By comparing the traditional Cookie/Session authentication mechanism in distributed

development of deficiencies,this paper proposes a method based on dynamic refresh token JWT certification process,solving

effectively the problem of the sharing Session in distributed development.The application in the webApi development shows

that the method is effective and practical.
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Fig.1 Token structure
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Fig.2 Token authentication method
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3  tokenZh 7SR I 8EAYSEI (Implementation of
token dynamic refresh function)

2% P A AN IETE K, IR 55 o B2 MO P o A 38 ) D
FREIIIEAEN, Tkl 5 48% P iR [m 5 & 1 token |
AU I TR) AN R R R] 20 P o AR R R R, TR
244 i PR E) AT token B A& I B] B I 8] 4 22, Rftoken, A0 I
[ . 2 A0 RF ] R s T i 22 R A7 2130 Vi 2% i Localstorage i, %

FmfERE T WebApiif [AlB}, & i Mlocalstorage FHHH{E B
T2 BT IRD N B i 22 9 Al token i 2 25t Te) 34 AT AR
TR P R R TR AN R S e )90 B P (b 2o h),
FTifi sk WebApi, AN, SEHAT R REINIE, RIGTEd
FFWebApii#sk™, HAFEMEHR.

| WTW oo H\ﬁ&
A3 tokenh &l # A2 B
Fig.3 Token dynamic refresh flow chart
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if (validateUser(userInfo)/ /5$&ilF F P &
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long curTime=DateTimeOffset.UtcNow.

Mt okenifidlwebApi

ToUnixTimeMilliseconds() s
long endTime=DateTimeOffset. UtcNow.
AddMinutes(20). ToUnixTimeMilliseconds() ;
LoginInfo pUserLoginInfo=new LoginInfo() { Nam
e=UserName, Password=PassWord,exp=endTime };
var token=new JwtBuilder()/ /% % token
. WithAlgorithm(new HMACSHA256Algorithm())//

. WithSecret(m_Secret)/ /%41
.ExpirationTime(DateTime.UtcNow.
AddMinutes(5))/ /1 # 8]
.AddClaim("issuser", "xzcx")/ /M % E
. AddClaim("audience" ,userInfo.Name),/ /3 #
.Build();
jwtResult=new JwtResult()
{
token=token,
statusCode="200",
message="success" ,
assTime=curTime, / /%5 % i} ]
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endTime=endTime
} 3
return JsonConvert. SerializeObject(jwtResult) ;
}
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$.ajax({
url: 'https: //localhost:44337/api/service ',
data:{UserName:username, PassWord : password},
success: function (data) |{
var result=$.parseJSON(data);
localStorage. setltem("token", result.token); / /f# 1%
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localStorage.setltem("assTime" , result.assTime); / /{5
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localStorage.setltem("endTime" , result.endTime); //
PRAFSR A5 1]
localStorage.setltem("offsetTime",new Date().
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WebApi'”, ST :
var token=localStorage.getltem("token");
var curTime=localStorage.getltem("curTime");
var offsetTime=localStorage.getltem("offsetTime");
var endTime=localStorage.getltem("endTime");
if ((parseInt(endTime)—(new Date().getTime()+parsel
nt(offset Time))<120000)) {,// 41 5B E] 22 7E2 534 LA P U] 35
BN
var promise=new Promise(function (resolve,reject) {
login()/ / B & R Yk
1)
promise. then(visitApi(url));
WebApi
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}
else {
visitApi(url); / /40 S i 8] 22 KT 24 S B R )
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}
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