F225589

201949 H g‘F}L('fﬁFI%IjE

SOFTWARE ENGINEERING

Vol.22 No.9
Sep. 2019

NERS . 2096-1472(2019)-09-23-05

DOI:10.19644/j.cnki.issn2096-1472.2019.09.007

SR WLANTRENAE R S 81T 5 55T
B

(LT B TFRM A L PO, LR 102617)

W OE. WESRELRE N IRER HEERE, XML AR B T SRR, ARG S)
BARTERI ML AT, IR BESC B m MO bl P AN % AR . A SCRAIE R AL T B e 4k M 2% S 3R, S TR T8
KA IHMA CHUIEFIPortal 58— [T INIEARZE & ) LA AN, IPABERHI “—UOAIE, KAAER |, FEAERARN
%%, X — H AR BCARIAIETT 2, SO R R P TE A M SR RS, R TR R AR B

KGR TTLMLa; TEHIME; MAC; Portal
hESHES: TP393 XEAFRIRAD: A

Design and Implementation of the WLAN Non-perceptual Authentication
System in Colleges and Universities

WANG Wei

( Network Information Center,Beijing Institute of Petrochemical Technology,Beijing 102617,China)

Abstract:With the increasingly perfect deployment of WLAN in colleges and universities,higher requirements have

been put forward for network security and authentication.It is not only necessary to provide easy-to-operate network

experience for teachers and students,but also to realize the principle of authorized security access of campus network

in colleges and universities.Based on the wireless network of Beijing Institute of Petrochemical Technology,this paper

proposes a security access strategy based on the combination of wireless terminal MAC address and Portal unified portal

authentication,which can enable users to Authenticate Once and Get Access Forever to network.This is the most mature

authentication method at present,which greatly improves the user's experience of using wireless network and speeds up the

construction process of "smart campus" in colleges and universities.
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2 JANEFE R4 T (Analysis of authentication
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(2)Portal T A IE
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1 A Sty i 40 i Portal IR 4525 3 I #2625 F P i Web
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3 FZFi&iT(Scheme design)
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Fig.1 Topology diagram of non—perceptual authentication
architecture
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Fig.2 First access procedure for users
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4 F3E3LI(Scheme implementation)

HIl T 250 P2 28 0t 152 4 1) TG IR IR 7 23047 T #R3+
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4.1 FTEMEINE

A AL T e o 2 Joy 3 ) 78 o 1 AL A X, 2
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ARG, HPEFEWERBRELOMMRE, WEHEPortal,
RADIUSPARMACEHSE VIRERI MRS 2, I & 0 5 2 1 55
#r, HARADIUSHIIAUEZ) R B AL W LD APIAIE R S
SMEL, T&E—IANE. HICHAEHSACHE S
WAS5540H,
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ACTEBANTLRMY M P E ESIEM, EEERT
AP, DHCPR 5%, P VLANK =2 bl X 2o
FINIEFIRAL A B 5 R0 2 GE RO A S DI TE

(DIEACHRHEDHCP fRk55, L EAHN FDHCPS4L,

dhcp server ip—pool vlanl02

gateway—list 10.10.104.2

network 10.10.104.0 mask 255.255.252.0

dns—list IP1 IP2

expired day 0 hour 4

H A DH CPHUIE b B AR UE % X A RS 2 =P
b, AR RBAEE, BYRENZI2N, FHARAT
eI TT 58, P 2 s B To 2 DX Y i ] AT A3 ALK
%, FEIPHMbw IR P AR E, #rXIEDHCP— A
W, JERGESAWTEEE, DHCPHIE 5 H RIEEHETS% AL,
KB E P,

QRPN =Z2Z 0B R ACH, TR,

interface Vlan—interfacel02

ip address 10.10.104.1 255.255.252.0

portal nas—port—type wireless

(3)3% M DALl PP VLAN, - GRUESE IRIPYE B Al o
PgASCeHhE,

interface Vlan—interfacel02

ip address 10.10.104.1 255.255.252.0

portal nas—port—type wireless

(4)BCEAPRIGE B, RITA B9 APERTE [F]—1~SSID
N, WEORZRAS SR TP R TC AR U TR, BEMACIA
UEFNPortal iz 5 &5 i B AR .

wlan service—template 20

ssid bipt

client forwarding—location ap vlan 102 to 120

client forwarding—location ap vlan 203 to 208

client—security authentication—mode mac

client—security ignore—Authentication

mac—authentication domain mac—shenlan

portal enable method direct

portal bas—ip IP—AC

portal apply web—server portal—shenlan

portal nas—port—type wireless

service—template enable

(SECE M 7 HIBEh T 4R A AAATNIIE,

domain mac—shenlan

authorization—attribute idle—cut 20 100000

authentication lan—access radius—scheme bipt—
shenlan

authorization lan—access radius—scheme bipt—shenlan

accounting lan—access radius—scheme bipt—shenlan

% FEP, ACHATINEN PR E, E—EnEn
(Fean204384) /N F100kB, ACHEX M AAA KR TREEH
W, FIRERGH T, XAy SRz Hidle—cut 7,

(6)7E A C i Portal MR ADTU SPIR 45 2 9 bk A1 {7 4
.

radius dynamic—author server

client ip IP—Portal key cipher paasword

portal web—server portal—shenlan

url http://IP—Portal/index_4.html

server—type cmcc

portal server portal—shenlan
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ip IP—Portal key cipher password

port 2000

portal mac—trigger—server mts—shenlan

ip IP—Portal
422 FETRIMEREHRERR

o T IR R KR e o i g AC, KART L
HHEACE, HXTRADIUS(AAA)RYL, EESEM AT
B

(D)FIA A R LD AP e S8 —AIE :

LDAPHR S5 stttk . IPHiHE

LDAPHRSS # 3 1 : 389

Root DN:cn=Manager,dc=bipt,dc=edu,dc=cn

Root% % . PASSWORD

User DN:ou=People,dc=bipt,dc=edu,dc=cn

(2)7E T 28 56 P 42 i SR T T R MLA CIAIE CTE /A
UE)FIMA CHutib 05, - L2 i B H shii M A CHuhk i1 %k
B, AuRPBEENS.

(3)M Al CATE B R 5 i Fahismm ., MEREgER 32—
FEK S TRIMACHAE, H Hal MRYE B CHrf 2 & ITE TS
BHITRE.

(4) 2 PRAUE TS RAAUE F P i 2 &k, BRSE ) — ik 5 R
ZRNA=NMEL, THRGELR2IR BT RoRERE
43 HERBIE

FEBAEPIIEE, — DR ICBAAILERE, H—12
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5 #if(Conclusion)

2 b TE 2 o B HE A R T AR [ M 22 sk i 22 R B
ARSCRR I M 22 e 5 P 5 RS G, Wit T —%&
A T U R XA 38 ) To 4 T FHAIE I 28, %07 Bt
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THFR SRR TR, R, X5 0 224k Ui,
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