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Verification Code Recognition Based on Python and CNN
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Abstract:The paper focuses on the current difficulties in the automatic login of pages on the Internet.Due to the

existence of verifications code in some login interfaces,the duration of automatic login is increased,and some verification

codes are difficult to identify.Accordingly,based on Python and Convolutional Neural Network (CNN),a combined

identification of verification codes is proposed in this study.Firstly,this paper preprocesses the sample set of more than 3,000

verification codes,including the three processing steps of graying,binarization and denoising.The Convolutional Neural

Networ is then designed using three pooled layers and a fully connected layer structure,followed by training the sample set

and predicting ten random samples.
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IMAGE_HEIGHT=114

IMAGE_WIDTH =450

MAX_CAPTCHA=6

CHAR_SET_LEN=26
322 EMNEH

— ARSNGB SRR R B, AR — 2

TAbPEBE AW, BRI IE B dn 4, DA L3 KRR
BRSO BT, rp AR R A T 2l e Y,

SE XA REL, — R TR R, 5 DR R
HET
RIS aE 1R,

HRMESE : BT PythonFICNNCE M 22 0 £48) 1 4 kA5 11 51 3
15 def get_name_and_image():
16 all_image = os.listdir('J:/CNN/captchad/')

17 random_file = random.randint(e, 3429)

18 base = os.path.basename('3:/CNN/captchad/' + all_image[random_file])
19 name = os.path.splitext(base)[0]

2 image = Image.open('3J:/CNN/captchad/' + all_image[random_file])
21 image = np.array(image)

22 return name, image

25 def name2vec(name):
2 vector = np.zeros(MAX_CAPTCHA*CHAR_SET_LEN)
for i, c in enumerate(name):
28 idx = i * 26 + ord(c) - 97
9 vector[idx] = 1
return vector

33 def vec2name(vec):
34 name = []
5 for i din vec:
a = chr(i + 97)
name. append (a)
return "".join(name)
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Fig.1 Code for defining functions
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42 def get_next_batch(batch_size=64):
43 batch_x = np.zeros([batch_size, IMAGE_HEIGHT*IMAGE_WIDTH])
44 batch_y = np.zeros([batch_size, MAX_CAPTCHA*CHAR_SET_LEN])
45
46 for i in range(batch_size):
47 name, image = get_name_and_image()

:] = 1x(image.flatten())

48 batch_x[1,
P’ batch_y[i, :] = name2vec(name)
50 return batch_x, batch_y
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Fig.2 Code for generating the sample set
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def crack_captcha_cnn (w_alpha-0.01, b_alpha=o.1
X shape (X, shape=[-1, THAGE_HEIGHT, IMAGE_WIDTH, 1]

.conv2d(x, w_cl, strides=[1, 1, 1, 1], padding='SAME'), b_c1))
2, 2, 1], strides=[1, 2, 2, 1], padding="SAME')
al((s, 5, 32, 64]))

rides=[1, 1, 1, 1], padding='SAME'), b_c2)
, 11, padding='SAME'

.conv. 2d(c v2, w_c3, strides=[1, 1, 1, 1], padding="SAME'), b_c3)
2, 2, 1], strides: [1 2, 2, 1], padding='SAME')

wd = w_a
b_d = tf.Variable(b_ lph £ Fanon
dense = tf. eshape(co V3, [-1, w_d.ge
relu(tf. adnf matnul(den
hee et oo opout(dense, keep_prol by

orm 1( [mu] ))
shape() as i sr()[nll)

out = tf.Variable(w_alpha * tf.random_normal([1624, MAX_CAPTCHA * CHAR_SET_LEN]))
ut = tf.Variable(b_: alpha + tf.randon_nor al([HAx CAPTCHA * CHAR_SET_LEN]))
= dd(tf atmul(dense, w_out), b_out)
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Fig.3 Code that defines the CNN structure
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def train_crack_captcha_cnn():
output = crack_captcha_cnn()
loss = tf.reduce_mean(tf.nn.signoid_cross_entropy_with_logits(logits=output, labels=Y))
optimizer = tf.train.AdamOptimizer (learning_rate=6.001) .minimize(loss)

predict = tf.reshape(output, [-1, MAX_CAPTCHA, CHAR_SET_LEN])
max_idx_p = tf.argmax(predict, 2)

max_idx_1 = tf.argmax(tf.reshape(Y, [-1, MAX_CAPTCHA, CHAR_SET_LEN]), 2)
correct_pred = tf.equal(max_idx_p, max_idx_1)

accuracy = tf.reduce_mean(tf.cast(correct_pred, tf.float32))

1 saver = tf.train.Saver()
107 with tf.Session() as sess
1 sess.run(tf.global_variables_initializer())

step =

while True:
batch_x, batch_y = get_next_batch(64)

= sess.run([optimizer, loss], feed_dict={X: batch_x, V: batch_y, keep_prob: 0.5})
Toss_)

if st == 6:
batch_x_test, batch_y_test = get_next_batch(100)
acc = sess.run(accuracy, feed_dict={X: batch_x_test, Y: batch_y_test, keep_prob: 1.})
print(step, acc)
if acc > 0.99:
saver.save(sess, "./crack_capcha.model", global_step=step)
break

step += 1

train_crack_captcha_cnn()
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Fig.4 Code for training sample set
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132 def crack_captcha():
133 output = crack_captcha_cnn()
134
saver = tf.train.Saver()
136 with tf.Session() as sess:
7 saver.restore(sess, tf.train.latest_checkpoint('.'))
38 n=1
while n <= 10:
text, image = get_name_and_image()
a1 image = 1 * (image.flatten())
predict = tf.argmax(tf.reshape(output, [-1, MAX_CAPTCHA, CHAR_SET_LEN]), 2)
text_list = sess.run(predict, feed_dict={X: [image], keep_prob: 1})
vec = text_list[6].tolist()
predict_text = vec2name(vec)
print("iEg: {} H#M: {}".format(text, predict_text))
n+=1

crack_captcha()
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Fig.5 Model prediction code
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Fig.6 Forecast result
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