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Research on the Principle of ARP Attack and Its Countermeasures
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Abstract:The rapid development and popularization of computer network have changed people's work and life,but

also brought people new hidden troubles-endless network security events.In the current computer network operation and

application,ARP attack constitutes the most common problem.The paper proposes a new ARP defense scheme based on

practical experience.On the basis of introducing IP address and MAC address,this paper elaborates on the working process

of ARP protocol,expounds the disadvantages of ARP,and analyzes the principle of ARP attack.This paper discusses the

strategies of preventing ARP attack from both the network tube center and the user,and demonstrates these strategies in the

network environment to prevent the effects of ARP attack.
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1 5|5 (Introduction)

20054 il ARP(Address Resolution Protoco)yiaEgl
R, FIHAARPH G CAHAE G ERBFNAI LA, ARP
R R I A M & P P 4. ARPIEHIIG
FRK, BEAARPE G XMV EM KL, =2
B ERBUEEHES, BARRIREMT: EAM LM
PR, JEEATE, SFBONKR BRI EARE
FEHIEHL, FEHVAS HBIPHZE; 2FBRYGE Y EVLET
FIME, B A ARPIUE & (%O BORM R 5 91 ™ H Y 5E
BUE AL, ARPICH A5 5k 9 Hh B A AL 25 E 9 i
T P15 BB, FTRESBUN T — S A IEEE S, &
THRAL 2% o i E R s BT SELA B AR . ARP
Y 2@ mIPilknh 58, @FER IS T BRI I F,
P AARPICE- F8UR & A2 A,

ARG SCAARPIIFITPHMIUA Bt %, FE A TP HLhE A

MACHIHE, PAKARPH G FHAER E, 88 ARPYMUAA
TAREREER, HET RO P m e sk, §Hxfe
TEN 22 A R T B AT R B R v, B BIAE— B A
i SR B 0 Y ARPI 19 H Y o
2 HFRMIE=FIE X (Background and significance

of the study)

20T, AL % C U AT H R AR A
filfo AL 28 BRI RS, AT H A TIEAE
WOk TEAIR R B, WA T EFEZRNREAY
X, AR HEWE /2 T AT B AL 35 B R B 55K A5 By
T, AW = A0 H 5 TAERCR R, s A1
M H & AR, BT RN % TR T A H & T
VEAE A ART D “HER M, (ER LR 4% [
25 NIRRTV Z R, TR A 8 T SE0L 0 5% R D T 3 A
PG4 R RO B4R T,



26 TR

201945 H

4, T FRATT B R B 22 A0 SR i 0 P 1) 22 4 V) Y R AL
T, FRATANE R MRS T B RE R, FR R R A
A IR . VF 2 o A EUE AR i 2 1 o3 S B VI R I Ah Y I
i, AP ERIA A R M N ARPECEH ) 3 — AR E 4
EENAG, FE—BXTARPI S X EREER A, &
2, W E B A AR P R ASE AR SE BE
3 ERIMFRINIR(Studies at home and abroad)

B, [N BRI A R fF ARPEGE , A
WIS R I, VR 2 E N AR E N ARPIE Y5
FEHATIRARGE, FHE T H R A B B T o

TEEET W o By Sng T . A SO A2 SR i T
— M ARPIME Y., X ARPYMSUGRSCHATIES] 8
HEN A, BIBOLAR KRG BB S TR bR R ) 17
, EEBRTCP IPHZEMRTE, FEEREBUHARPHEHR
bR arprequest FlAL BEFEICE i) ARPHR SCH) R %Lin_arpinput
AP ARPELE",

T IO v i ) I 08 SRS T o X1 SIV T AR XS g U i
t, EBIARPIRSS 25 AL IRBIAR, B w35 9 Y Y HoAth =L
RAEB Ok B ARPIR S 25 % th 9 ARPI Y, Seung  Yeob
Nam. Dongwon Kim. Jeongeun Kimi#ZH T —FhI8 55 fi i
ARPHMYUR B 11T ARPHRTRE R 1 [A) AT 5™

e W A8 FP O i A P i 45 A B B Y8 SR 5 T, Han—
Wei Hsiao, Cathy S.Lin. Ssu—Yang Chang#i 7 —Fptf
SNMPHEHRIEATIZ IR ARPYCER I R 56, RANE, F 2
R IR SR, AT SNMP M Bl B ARP B0 19 5L A<
JE,

KL BTN SR A — E R AR T ARPYGE I &
=

4 3R A ZE(Research contents)

AL FHEFFTLAT NE

(DARPIE MR M7 e iFARPYIYE) TAES R,
Tz R ] BEAFERIR , PR AT ARPIGE Y S

(2) Jee] 3 LT 00 A Ui Y B S S . SE PR VLAN
(Virtual Local Area Network)%l4r TAEHE, FFERIEMT
PR 0 S i VLAN I 43 ASE LA R PRI B A

(3) B 3R BT P i ) BT Y SR o SR 360 Jay dm 194 17 2k
W, ARPZFNAEMESARPILEN TAESRE, FERIRM
VAP i 2226 360 Jry S W0 By itk , - S IS ) N B ARPZE 7 N 2%
MR ME#SARPILSE,

(4) # /R ARP X iy Je B 8 52 6 . f8F 1 i Ak
“WinArpAttacker3.72” £ g H A EHLAIMA CHubk FE 1T
ARPIC . FIHTE R 500 P 0 47 AP O S BEVDANRI 2, 5
TE SRy T P i IS 360 Ry s R By s, S ISR Al B ARP
ZAENE, AR SARPICERIR G BT EARP
Yo

5 ARPHERIESHT(ARP attack principle analysis)
5.1 IPHuiEFIMACHutiE 5

(DIPHuhE, T #0ER M 2% g G iHSEHLIR BE 6% Jy (3 Hi
fTHHE ) E , TCP/TP#pMY (Transmission Control Protocol/
Internet Protocol) HiLiE HI— e 3213 i — i stk e b HAH B
W AFH A A, X #3200 B R A B R & T EL
FIIPHINE, GnELr7R, TPEEEE B 320 R IPHINEFI 3207 H (14
IPHIHESEAG A, S8 I 7 AT TP €0 T 200t i 5 6 5 2L

Oz AR R B L.

0 15 16 31

afr | afrE 8 AR AR 16 LS <E

g | #EE (108> (total length)

16 iR iREF 34 13 Bk fets
(identifier) wE (offset) 20 ¥

8 firEfFet el TTL 8 firbX 16 78 SR

(time to live) (protocol) (checksum)

e stinatin address)

LT ;
€D

3 ik

CiE ]

B 1 IPH LRy 4 A
Fig.1 IP packet structure
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Fig.2 TCP/IP five—tier network architecture
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Fig.4 IP address of the target host and the subnet mask

of the source host carry out "and" operations
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Fig.5 Host requests the MAC address of the destination
host of the same segment
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Fig.6 Host requests the MAC address of the gateway
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Fig.7 ARP attack process
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Fig.9 Software camouflage MAC address used on host B
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Fig.10 Responsive packet to ARP request crawled
on host A
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Fig.11. ARP table of host A
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Fig.12 IP address of ping host C on host A
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Fig.13 ICMP packets crawled on host A
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Fig.14 Port 0/5 of the switch is divided into VLAN 2
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Fig.15 Dividing VLAN network segments on switches
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Fig.16 ICMP packets crawled on host C
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Fig.18 ICMP packets crawled on host A
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Fig.19 Open 360 LAN firewall on host A
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Fig.20 CMP packets crawled on host A
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Fig.23 ICMP packets crawled on host A
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Fig.24 ICMP packets crawled on host C
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