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A Solution for User Behavior Collection Based on Windows/Kernel

ZHAO Xiaohua,ZHAO Shusheng
( Shangqiu University Applied Science and Technology College,Kaifeng 475000,China)

Abstract:To standardize the behaviors of enterprise PC users to meet the requirements of security and usefulness,it

is an effective way to collect users' behaviors by means 6f technology.Based on Windows kernel technology,this paper

implements the collection of user online behaviors and process operation,file reading,writing,deleting and rename.

C/S architecture is used to record client's access toweb site information and process operation information in server side

files,so as to facilitate queries on historical records.It is based onskernel with no process and no DLL support as well as high

reliability and security.
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2 Z %454 (System structure)
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Fig.1 System structure
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TR, B R TCPEUR &, AT PRI ZAT R,

AT IR R T g AR E RS R E R, RS
RA— RS BRI, EFE R B B 1 R =
Ashii, EFIRP(1/0 Request Package)ftyst iy 24T FF#%
¥ BRI S T AR e .

()55 #a i

Ky mAEEFmRERFNTERS, RAANE
TDI(Transport Driver Interfacef&#i)2H: 1) K& it 2
B P 28 AR AR A EAT e SR B SO, (X Iy s in SR A .
3 AR ARELIR(Overview of related technologies)
3.1 #HIE[ENR

KA REEECEHEREME, BEEHE. B—
DR A B M ERE, —RIGIRERF A .
PsSetCreateProcessNotifyRoutineiFF2 [a] 1 p& £ 7 JR BN T .
NTSTATUS PsSetCreateProcessNotifyRoutine(

IN PCREATE_PROCESS_NOTIFY_ROUTINE
NotifyRoutine,

IN BOOLEAN Remove

)s
H i, NotifyRoutineZ /R I KA A L HihE, Removely
FALSERY, WMGIRSR|EEER, NTRUER, MEERTINEZ
BilFE,

PCREATE_PROCESS_NOTIFY_ROUTINE } 5] E 15
B, FHEIAE

VOID(*PCREATE_PROCESS_NOTIFY_ROUTINE)(

IN HANDLE Parentld,

IN HANDLE Processld,

IN BOOLEAN Create

)s

ParentIdfiProcessId i FHfiqE 182, CreateZRIANRE
TR AR MR, 24 CreatesffTruehs FIFE7EH € 2 nd HE AR
HIRI GG A AR 2 J5 WO o, 24 Create iy Falsel}, BiIFE7E
HERR ) B Ja — A AR 5 AR (%) b ik 25 1145 4 R T B )
. SIERE ERER GREE TAE R  RE — AR
3.2 EFMinifilter 3z (i3 iE

MiniFilterfi X} F& G fystilter 52X, Minifiltersm 5 H
MR B, HEIE PRI, AR EFRAE AR TR
T,

(D3O U8 AP X SO B B E A T U8

MR, HE M EHREMNEHWELT
REGISTRATION, FEFLT_OPERATION_REGISTRATION
o, & XCHATH . XHEIRP_MI_READ,
YHESIRP_MJ_WRITE, XHMEBIRP_MJ_SET_
INFORMATION, U4 5 fir 45 55 A4 45V 1Y [l A o6 4K
NPPreCreate, NPPostRead, NPPreWrite, NPPreDelete,
NPPRERENAME,

(QIRBOCAFRAEEE

TE [ pR 45 P NPPreX X XTEE K 58 il 2 B ATA 3, 42
Bk A S, 7ERVASEEEFLT _CALLBACK _DATAH A&
TR R AETE R, KBTI U4 . SRR R
5. UFERFRSESE , NPPostXXXTEH KRB G, Xofik[al 4
RIATIZEL
3.3 ETWFPHRZERIER

WFEFPH Filter Engine(i3E5]%). Callout Driver,
Filter# i, Filter Enginef A% AT CP/IPHMSER
HEAT &I ALR) I8 # . Callout Driver, @ WEPY R IIHERY
—FhiL# , Callout Driverfi—2#H CalloutpR %20 %, H,
Classify Fn R $ b B S i 9 26 Bl , il i 05, ipHhhik
%, Filterfl &y, fa@idyidsiactioni8 | A3
actionf¥j Callout,

WEPHyi g F2°CE JE, idiie 5 1% (Filter Engine)H
YEMFCallout, #ECallouthb#f pfi 2l classify Fnph £ AL PR .
RIG, WIRfkFilter, AFilterdsilid I8, fRRBLeERAT
Atilterp) Balk, 1ERIRAEL Callouthb B, Ak FE [ 25 B4 A1 1Y
classify FARK %L, BREURALANT

VOID NTAPI classifyFn(

IN const
VALUESO*inFixedValues,
IN const FWPS_INCOMING_METADATA_
VALUESO+*inMetaValues,
IN OUT VOID#layerData,
IN const FWPS_FILTERO O+filter,
IN UINT64 flowContext,
OUT FWPS_CLASSIFY_OUTO0+*classifyOut
)s
Her, intFixedValues 245 M FWPS_INCOMING_VALUES0_
FOERIALEN
typedef struct FWPS_INCOMING_VALUESO_ {
UINTI16 layerld;
UINT32 valueCount;
FWPS_INCOMING_VALUEO*incomingValue;

} FWPS_INCOMING_VALUESO;

(1) BRI 0 2 P Y i 11 5

TCP M #EFWPM_LAYER_ALE_FLOW_
ESTABLISHED_VA4/Z# 84, RBCELERIEER.

i iFinFixedValues—>incomingValue[FWPS_FIELD_
ALE_FLOW_ESTAB—

LISHED_V4_IP_LOCAL_PORT].value.uint16 3 & %
Ji ¥,

i idinFixedValues—>incomingValue[FWPS_FIELD_
ALE_FLOW_ESTAB-—

LISHED_V4_IP_LOCAL_ADDRESS].value.uint323H

FWPS_INCOMING_



30 TR

20184F7H

KIETTIP,
#tinMetaValues—>processIdFBGHFRLd
Q) dla (5 B R PREL
TeclassifyFnib B g $ihlayerDataS ¥ & 7 EAL &
ARG . T CP & Xt I A £ 95 2K By FWPS_STREAM
CALLOUT_IO_PACKET,
streamPacket=(FWPS_STREAM_CALLOUT_IO_
PACKET#)packet;
streamBuffer=streamPacket—>streamData
RIGEh XN 2
RtlCopyMemory(tmpStream, streamBuffer, streamBuff
er—>dataLength);
BLiN B 2R T streamBuffer %S, XftmpStreamifk
PTG R R ] HEA T AT
3.4 BHERP
RS2 . &P Sexe R P AT IRSE, BRFIEEEF
BAE T, ERIR— R BRI, A SOR A
=7, RATEM R A7 7 Ik ER R A s, &
TIRPSLEM 5 07 SATTF SO, By Ik &l TR MR .
3.4.1 EMERENER LEMIBRIEM RS Bh
WAZ B IR 798 ] CmRegister Callback bR A M —
AR, FERCE S P IR R R RS BT
REG_XXX_KEY_INFORMANTIONZE# {4 BL, - [u] 3 51 F6E
5 PH I FEA R,
CmRegister Callback i i 5 844N T
NTKERNELAPI NTSTATUS CmRegisterCallback(
PEX_CALLBACK_FUNCTION Function;
PVOID
PLARGE_INTEGER
);
Hrp, FunctionZ [FH R 5k, Context/E a1 K £ 2
#(, Cookie 2 [ A, NEX_CALLBACK_FUNCTIONF)
JEAANE
EX_CALLBACKREUNCTION ExCallbackFunction;
NTSTATUS ExCallbackFunction(
PVOID CallbackContext,
PVOID Argumentl,
PVOID Argument?)
Argument g SR #E/ER T, Argument2idsfa K #H:AE
GRS RS, A TN TN B, 2 WERE
WA ERE &K =B, Argumentl ARegNtPreDeleteKey,
Argument24§ n]—4REG_DELETE_KEY_INFORMATION
SRR FR R . SRR AN SRR MISTATUS_SUCCESS,
MR R 2 A 20T, WREFSTATUS_ACCESS_
DENIED, HAFEREEMASIITT .

Context,

Cookie

342 ETIRPHIEFXITHER

4 PRV AT RERE RSN, I/OFMBL K/ 0
HRFEMIRP(I/0 Request Package) ¥ 4544 % Gl —
ARP_STACK_LOCATION#URZ5#4 % G 420, IRPHIHY
CurrentStackLocationF£&r15mIRP_STACK_LOCATIONH
RI3E—I0E, IRP_STACK_LOCATIONZ A HyE—1~IT
R b 2K TS,

FIHF S R AR AN T

NTSTATUS IrpCreateFile(

OUT PFILE_OBJECT=*FileObject,

IN ACCESS_MASK DesiredAccess,

IN PUNICODE_STRING FilePathy

OUT PIO_STATUS_BLOCK. IoStatusBlock,

IN ULONG FileAttributes,

IN ULONG ShareAccess,

IN ULONG CreateDisposition,

IN ULONG CreateOptions,

)s
Hrpr, FileObject g m X164, FilePathii B
p#1e, loStatusBlock 21 45 R I0_STATUS_BLOCK
MFRSE, SATI SO, 45t & Informationfi A FILE_
QPENED, DesiredAccesst& E 1 ALFE, FileAttributesZEhH
S P RIR M, A5 R MRS HPILE_SHARE_READ3t=
B, B AT ) R IR B — ik B ShareAccess 0, FnAE
DA 507 SATIF S0, CreateDispositiondi i A1 U7 AE B
ATETERS BT A48 . CreateOptionsti & S5l B 8 # 4T
SO R I 1B T3
3.4.3 BhlbnEE Ak T 2 MR

ol B I R SO, B T IRP SR 58 U -
HEIRP, Sei &AM JEME, HFSECTION_OBJECT_
POINTERSZE# fiDataSectionObject FllmageSectionObject i
AMEEE, RIEMER SO SR A S D7 ST R SR
BE, BRI r TR I IRPAASRE NS .

3.5 ETTDIREE L%

ETTDUR P By R 484 . AT R XS %
BNE PN LIRS 2. TDIR—EHNONES, XER
HZEEsocket MPMERE, BPMUBIREN LI, HHmay L 5Rm
T

(1)L HFEHTDI

NTSTATUS OpenTDIConnection(char*szIpAddress,
unsigned short Port);

szIpAddress# R IR 55 #rmip, Port3é/n R4 [,

Q)% FomfEmEdE. IReaun i s

B2 P Las Amaciiil, PAKE Pl as i i 2547 2h |
RS IR R R IA GRS AR

unsigned long SendData(char#*pData,unsigned long
bufferLength);
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unsigned long RecvData(charspData,unsigned long
Length);

Hrp, pDatafRR e BdEEE .
4 Z5i$(Conclusion)

W 284 T R AR AN B2 FR  #ich
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TR ERNE, HTH
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R4 RO E TR . AT BRERE, BT NE N ERIELER
B, FRIR. BEMHRRES . R, H, mRE iR
PROCESS., XS5 WRITE, #fE|#PCREATE, Ui

READ., CHMIBDELETEZ:,

2018012110:12 (0T76)131. 253. 61. 66:443->1ogin. live. com

2018012110:12 (1816)192. 168, 150, 1:2869->192, 168, 150, 1:2869

2018012110:12 (0776)184. 50, 87, 19:80->ctldl. windowsupdate. com
2018012110:12 (0776)172. 30, 65, 92:9999->172, 30. 65, 92:9999

2018012110:12 (1752)111. 221, 29. 253:443->settings-win. data. microsoft. com
2018012110:12 (1752)111. 221, 29, 254:443->v10. vortex-win. data. mi crosoft. com
2018012110:13 (1412)184. 50, 87, 73:80->ct1dl. windowsupdate. com
2018012110:13 (1412)172. 30, 65, 90:9999->172. 30. 65, 90:9999

2018012110:13 (3996)104, 75, 250, 62:80->cdn. content. prod. cms. msn. com
2018012110:13 (3996)104. 75, 240. 105:80->tile-service. weather. mi crosoft. com
2018012110:13 (3996)104. 75. 250, 62:80->cdn. content. prod. cms. msn. com
2018012110:13 (3120)202. 89, 233, 100:443->cn. bing. com

2018012110:13 (0776)104. 75. 240, 105:80->blob. weather. microsoft. com
2018012110:14 (4604)13.78. 94, 7:443->mabile. pipe. aria. microsoft. com
2018012110:14 (4604)104. 76. 8. 237:443->aneclient. sfx. ms

2018012110:30 (4848)111. 221. 29, 253:443->settings. data. microsoft. com

2018012110:11 PROCESS 3388> (SYSTEN) ¢: \windows\system32\whem\wmi apsrv. exe
2018012110:13 WRITE 1464>c:\programdata\microsoft\windows defender\scans\mpenginedb. db-wal
2018012110:13 PCREATE 3928>c:\windows\systen32\userinit. exe——>3996> (Administrator)c: \windows
\explorer. exe
2018012110:13 PCREATE 3996>c:\windows\explorer. exe——>4596> (Administrator)c:\program files\viware
\viware tools\vmtoolsd. exe
2018012110:13 PCREATE 3996>c: \windows\explorer. exe——>4604> (Administrator) c: \users\administrator
\appdata\local \mi crosoft\onedrive\onedrive. exe
ator)c:\program files\vmware\viware tools\vmtoolsd. exe
2018012110:13 PCREATE 3996>c:\windows\explorer. exe-—>4604> (Administrator)c: \users\administrator
\appdata\local \microsoft\onedrive\cnedrive. exe
2018012110:13 READ 4596>\device\harddiskvolumel\program files\vmware\vmare tools\messages\zh_cn
\vmtoolsd. vmsg
2018012110:13 DELETE 4604>c:\users\administrator\appdatallocal \microsoft\onedrive\logs\personal
N b go im J= s
A3 SpF, SRR A
Fig.3 File & process operation behaviors
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