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The SYN Flood Detection Method Based on Statistical Properties
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Abstract:As the most popular attack method of denial of service (DoS) and distributed denial of service (DDoS),SYN

Flood attack will cause some statistical properties abnormalities|in the IP@address,the TCP flag,the port number and the serial

number from the perspective of constructing a SYN packet.Thereforesa SYN Flood attack detection method is proposed

in this paper.Firstly,the method acquires half connection information from the half-connection queue,obtains IP addresses

from the whole connection queue and puts them ift Bloom Filtet,then individually extracts statistical properties based on IP

addresses,and finally determines whether SYN Flood attack happens by using LMBP neural networks.Experimental results

show that the method could improve the effectiveness of detection.
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Fig.1| Detection algorithm based on statistical features
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4 SLI§ 5458 (Experiment and results)
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