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An Exploration of the Technology that Detect Botnet

NIU Jinping,YUAN Lin
( Xinjiang Light Industry Vocational Technical College of Information,Urumqi 830021,China)

Abstract:Review of relevant knowledge botnet,we proposed detection method based on the behavior associated with

the domain.Cluster the flow behavior of botnets and domain query stream,build a linkage clustering model to detect in

order to break through the limitations of feature-based monitoring.This paper analyzes the related knowledge and working

principle of botnets,key analyzes the botnet detection method focuses on Behavior-domain Model.
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Fig.1 Functional structure of bot's program
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Fig.2 Workflow of botnet
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Fig.3 Botnet of lifecycle
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Fig.4 The host of botnet receives instruction
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Fig.5 Build node spread bot's programe
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Fig.6 Bots host connect bots server
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Fig.7 Behavior—domain monitoring system
architecture model
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